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TELECOMMUNICATIONS(INTERCEPTION)AMENDMENT BILL 1994

OUTLINE

TheTelecommunications(Interception)AmendmentBill 1994(the Bill) amendsthe
Telecommunications(Interception)Act 1979(the InterceptionAct) andthe
TelecommunicationsAct1991 (theTelecommunicationsAct) to giveeffect to a
numberof recommendationsof areportto theGovernmentby Mr P JBarrettAM,
DeputySecretaryof theDepartmentof Finance.

In August1993 theGovernmentaskedMr Barrettto conductareviewof thelong-
termcost-effectivenessof maintainingAustralia’scurrenttelecommunications
interceptioncapabilityin the light of rapidchangesincomplextelecommunications
technology,the introductionof newtelecommunicationsservicesandthecontinuing
needto safeguardindividualprivacy. Mr Barrettreportedon 1 March1994. His key
recommendationsrequiringlegislationwere:

(a) that telecommunicationscarrierspaytheinitial costof developing
interceptioncapabilitiesin new telecommunicationsservicesandrecover
thosecostsfrom CommonwealthandStateuseragencies;

(b) that theoffenceswhichmayfoundaninterceptionwarrantunderthe
InterceptionAct includemoreseriousoffencesinvolving corruptionor
organisedcrimewhicharenot atpresentcovered;

(c) thatarightof actionagainstapersonwhounlawfullyinterceptsor
publishesatelephonecommunicationshouldbeconferredon theperson
whosecommunicationis unlawfully intercepted;

(d) that theInterceptionAct shouldbeamendedto prohibit thedisclosureof the
existenceof awarrantotherwisethanin accordancewith the Act;

(e) thatagenciesbe requiredto keepa specialregisterwith detailsof warrants
whichdo notlead,directly or indirectly,to aprosecution;

(f) thatagencies’reportingobligationsincludesupplyinginformationon the
proportionof warrantsyielding informationusedin theprosecutionof an
offenceandthe averagecostperwarrant;and

(g) thatin their reportson theexecutionof particularwarrants,agenciesbe
requiredto includean assessmentof howusefulthe informationwas and
whetherit led to an arrestor was likely to do so.

TheBill dealswith 7 subjectsof amendment.

First, it extendsthecategoriesof offencesfor whichinterceptionwarrantsmaybe
soughtby amendingthedefinitionof ‘class 2 offence’ in section5 of the Interception
Act to includebriberyor corruptionof or by an officer of the Commonwealthor of a
State(including policeofficers)or of aTerritory, statutorymoneylaunderingoffences
andorganisedcrime. No changehasbeenmadeto thefundamentalcriterionthatthey
bepunishableby imprisonmentfor life or amaximumperiod of notlessthan7 years.



Thus,interceptionmaybeusedto investigateonlythe mostseriousoffences. TheBill
goesto somelengthsto definewhatis meantby organisedcrime whichis, in essence,
anotion of committingparticularoffencesasa ‘business’or ‘enterprise’. Apart from
the7 yearimprisonmentcriterion, organisedcrime for thepurposesof theInterception
Act is characterisedby having2 ormoreoffenders,by involving substantialplanning
andorganisation,theuseof sophisticatedmethodsandtechniquesandby involving
offencesthat areordinarilycommittedin conjunctionwith othersimilaroffences.The
Bill specifiestheparticularoffenceswhichconstituteorganisedcrime activity,
including theorganisedcommissionof sexualoffencesagainstchildren.

Second,theBill amendstheInterceptionAct to oblige theAustralianFederalPolice
(AFP) to compileandsubmitto theresponsibleMinisterevery3 monthsaregister
with detailsof certainwarrants.Warrantswhichareto berecordedin this registerare
thosewhichhavenot led, or arenot likely to lead, to the institutionof criminal
proceedingswithin 3 monthsof ceasingto bein force. In orderto compilethe
register,theCommissionerof the AFP will be ableto requireanagencyof aStateto
providethenecessaryinformationwhichis heldin its records. Thespecialregister
andrecordsrelatingto it will be subjectto inspectionby the Commonwealth
Ombudsmanin theperformanceof the functionsunderPartVIII of theInterception
Act. Theseamendmentswill enhanceprivacyby ensuringthat warrantswhich have
not hadausefuloutcomearebroughtto the noticeof theMinister.

Third, to promoteprivacythe Bill createsnewcivil remediesfor unlawful
interceptionsor unlawful communicationof informationderivedfrom aninterception.
A personwho wasapartyto acommunicationwhichwasunlawfully interceptedor
whosecommunicationwasunlawfully communicatedto anotherwill havearight to
suefor damages(includingpunitivedamages)or an injunctionor any otherremedy
whichthe courtthinksappropriate.Thedefendantin suchactionswill bethe natural
or corporatepersonwhounlawfully interceptedacommunicationor whounlawfully
authorisedor enabledthe interceptionor unlawfully communicatedor usedintercepted
information. An actionundertheseprovisionsmustbebroughtwithin 6 yearsof the
endof the unlawful interceptionor of theunlawful communicationof intercepted
information. This right of civil actionunderthe InterceptionAct is intendedto
complementandnot displaceanyotherrightsof actionwhichmaybe availableunder
Stateor Territory laws.

TheBill alsoamendsthe InterceptionAct to prohibitthedisclosureof information
aboutthe existenceof or detailsof awarrantissuedundertheInterceptionActexcept
asexpresslyallowedby theAct. Theobjectis to preservethe confidentialityof
warrantsissuedandtherebyenhanceprivacy.

TheBill includesprovisionsto improvethequalityof reportsbothby Commonwealth
agenciesto theresponsibleMinisterandby theresponsibleMinister to Parliament.
Thechiefofficer of aCommonwealthagencywill berequiredto includein the report
to the Ministeron eachwarrant,aswell astheinformationalreadyrequiredby section
94 of the InterceptionAct to beprovided,informationaboutthenumberof arrests
madeor likely to bemadeon the basisof the interceptedinformationandan
assessmentof the usefulnessof theinterceptedinformationcollectedunderthe
particularwarrantin question. In addition,annualreportsby theMinister to
Parliamentareto includedetailsfor eachCommonwealthandStateagencyof the
proportionof thewarrantsin force in therelevantreportingyearwhich yielded
interceptedinformationleadingto theinstitutionof aprosecutionor usedin supportof 4
aprosecution. Theannualreport is alsoto includeinformationaboutthe averagecost
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of warrantsissuedto CommonwealthandStateagenciesandin force in the reporting
year.

Theauthorityof employeesof carriersto monitoror recordtelephoneconversations
for the purposesof installing,operatingor maintainingthetelecommunications
networkof acarrieror for tracingnuisancecallerswill be morecloselycircumscribed.
TheBill amendstheInterceptionAct to ensurethatemployeesor subcontractorsmay
interceptcommunicationsonly wherethatactionis reasonablynecessaryin orderto
performmoreeffectively hisor herdutiesconnectedwith theinstallation,operationor
maintenanceof thecarrier’stelecommunicationsnetworkor the tracingof nuisance
calls. Any interceptionwhichis not reasonablynecessaryin this sensewouldbe
unlawful andthereforeanoffence. In determiningwhetheraninterceptionwas
reasonablynecessaryin orderfor an employeeor subcontractorto performhisor her
dutieseffectively,a courtis to haveregardto matterswhich arespecifiedin the
regulations. Suchmattersmay beguidelinesor similardirectionsissuedinternallyby
acarrieror by anoutsidebody suchas AUSTEL or theTelecommunicationsIndustry
Ombudsmanspecifyingthe circumstancesin whichmonitoringor recordingby
employeesof acarriermay takeplace.

Finally, the Bill amendstheTelecommunicationsAct to makeit alicencecondition
that holdersof generalandmobilecarrierlicencesareto bearthecostsof creatingor
developinganinterceptioncapabilityof anyexistingtelecommunicationsserviceor
anynewtelecommunicationsservicesthatthey mayintroduce. Thelicenceholders
will beableto recoverthosecostsfromuseragenciesovertimeon termsand
conditionsasagreedbetweenthem. It is proposedthattheseagreementsbetweenthe
licenceholdersanduseragenciesbe, asfar aspossible,normal,arm’s-length
commercialarrangementssubjectto marketforces. For thisreason,the provisionsin
theBill leavethepartiesfreeto negotiatemutually acceptablearrangements,subject
only to the fundamentalprinciplesthatthelicenceholdersbeartheinitial development
costswhichtheymay laterrecoverfrom theuseragencies.

Theproposaldoesnot necessarilymeanthatlicenceholderswill haveto makeall new
servicesinterceptible.Undertheproposedarrangements,useragenciesthemselves
will determinewhethertheyrequireaparticularnew serviceto beinterceptibleusing
existingdecision-makingforawithin AUSTEL, thetelecommunicationsindustry
regulator. Onceagenciesagreethatanew serviceshouldbeinterceptible,theMinister
will formally notify thelicenceholderswho will only thenbeobligedto providethe
interceptioncapability specified.

FINANCIAL IMPACT STATEMENT

No directcoststo the Budgetareanticipated.
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NOTES ON CLAUSES

Clause 1: Short Title 4
This is aformal provisionspecifyingthe shorttitle of the Bill.

Clause2 Commencement

All the amendments,apartfrom thoserelatingto theSpecialRegisterin Part2 of
Schedule1, commenceon RoyalAssent. Part2 of Schedule1 will commenceon a
dayfixed by Proclamationor 6 monthsafter thedayof RoyalAssent,whichever
occursfirst. Thisdeferralis neededto allowthe AFP to makenecessarypreparations
to its computersystemin orderto compileandproducethe 3 monthly SpecialRegister
of warrants.

Clause3: Amendments

The Telecommunications(Interception)Act 1979 and the TelecommunicationsAct

1991 areamendedassetout in Schedules1 and 2 respectively.

4
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SCHEDULE 1

AMENDMENT OF THE TELECOMMUNICATIONS (INTERCEPTION) ACT

1979 (THE ACT)
PART!- DEFINITION OF ‘CLASS 2 OFFENCE’

Item 1

Thisprovisiondeletesthedefinition of ‘class2 offence’ from subsection5(1) of the
Act andreplacesit with across-referenceto anewdefinition of theexpressionin new
section5D.

Item 2

Thisprovisioninsertsnew section5D of the Act defining‘class 2 offence’. New
subsection5(2) is the sameasthepreviousdefinitionof class2 offenceexceptthat
briberyor corruptionof, orby, anofficerof theCommonwealth,aStateor aTerritory
is nowincluded. Becausethe conceptsarewell settledandin view of thewealth of
learningin caselaw, it is notproposedto define‘bribery’ or ‘corruption’. It is,
nevertheless,intendedto coverbothcommonlaw offencesandstatutoryoffences,
providedtheycomplywith thefundamentalcriteriontheybepunishableby
imprisonmentfor life or for amaximumperiod of atleast7 years.

Newsubsection5D(3) includeswithin class2 anew categoryof offencesinvolving
planningandorganisationwhichareintendedto covercriminalactivity whichis
popularly knownasorganisedcrime. Thisprovision is basedon asimilarprovisionin
theNational CrimeAuthorityAct 1984. Apart from thesame7 yearimprisonment
criterionof seriousnesswhich appliesto all class2offences,the essentialelementsare
thepresenceof 2 or moreoffenders,substantialplanningandorganisation,the useof
sophisticatedmethodsor techniquesandthe underlyingoffencesordinarily being
committedin connectionwith otherlike offences.The actualoffencesconstitutingthe
criminalactivity for thesepurposesare listedin newparagraph5D(3)(d)andinclude
the ‘child sextours’ offencesin PartlilA of the CrimesAct 1914.

Newsubsection5D(4) addsto theclass2 categorystatutoryoffencesof money
launderingfrom eachjurisdictionexcepttheNorthernTerritory wherethereis no
offenceof thiskind. Moneylaunderingis an offenceoften associatedwith organised
criminal activity.

New subsections5D(5) and(6) re-enactexistingelementsof theformerdefinition of
‘class2 offence’.

New subsection5D(7) specifiesthatpoliceofficers of a Stateareto betakenas
‘officers of aState’ for thepurposesof new section5D. This isto overcometheeffect
of subsection6G(3)whichprovidesthatanofficer of aStatepolice forceisnot an
officer of aStatefor thepurposesof theAct.

Item 3

This item specifiesthatthe amendmentsin Part 1 of Schedule 1 apply to offences

committedbeforeor after thoseamendmentscomeinto force.
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PART 2— SPECIAL REGISTER OF WARRANTS

Division 1 — Specialregisterof Warrants

Items4 and5

Theseitemsdeletetheexistingdefinitionof ‘Register’ andreplaceit with adefinition
of ‘GeneralRegister’and‘SpecialRegister’. The ‘GeneralRegister’is theexisting
registerof warrantswhich section81A of the Actrequiresthe AFP to keep.The
‘SpecialRegister’is anewregisterof warrantslisting thosewarrantswhichhavenot
led, or werenotlikely to lead,(within 3 monthsof expiry) to criminalproceedings
being instituted. Theinformationto bekepton the SpecialRegisteristhe sameasthat
alreadykepton the GeneralRegister.

Item 6

Item 6 insertsnewsections81C,81D and81Einto theAct to requirethe APPto
maintainaSpecialRegisterof warrantsdesignedto identify any interceptionsunder
warrantwhichdid not lead ultimatelyto aprosecution.

Subsection81C( 1) formally imposeson theCommissionerof the AFP an obligationto
havea ‘SpecialRegisterof Warrants’kept.

Subsection81C(2) specifiesthecontentsof theSpecialRegisterwhich arethe sameas
thedetailsalreadykeptundersection81A of the Act. Only detailsof certainwarrants
called ‘registrableexpiredwarrants’,definedin newsubsections81C(3)and(4), are
requiredto bekeptin theSpecialRegister.Thesubsectionsdeal separatelywith
singleoriginal warrantsandaseriesof renewedwarrantsbut theireffect is identical.
Theessentialidentifyingcharacteristicof aregistrableexpiredwarrantis that no
criminal proceedingshavebeeninstituted,or werelikely to beinstituted,againsta
personon the basisof informationobtainedas aresultof interceptinga
communicationunderthewarrantwithin 3 monthsof the warrant’sexpiring (or the
lastrenewalwarrant’sexpiring,asthecasemaybe). New subsection81C(5)extends
thereferenceto the institution of criminalproceedingson the basisof information
obtainedasaresultof interceptingacommunicationunderthe warrantto include
proceedingssupportedor likely to be supportedby suchinformation.

New section81D requiresthe Commissionerof the APPto deliverthefirst Special
Registerto theMinisterwithin 3 monthsof thatprovision’scominginto forceand
thenevery3 monthsthereafter.As far asispracticable,delivery of the Special
Registeristo coincidewith thatof theGeneralRegister.

New section81E authorisestheCommissionerof theAPPto write to thechiefofficers
of Stateeligible authoritieswhichareagencies(ie, ableto apply for warrantsunderthe
Act) requiring themto providetheinformationnecessaryto allow the APPto comply
with its obligationto producetheSpecialRegister. This obligationis given statutory
force by newsubsection81E(3). As undercurrentprocedurestheAFP already 4
collectstheproposedcontentsof the SpecialRegisterfor the existingregisterof
warrants,it is anticipatedthat Stateagenciesneeddo no morethanidentify those
warrantswhichare‘registrableexpiredwarrants’to complywith this obligation.

4
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Item 7

Item7 insertsanewparagraph82(aa)to includeamongthe Ombudsman’sfunctions
theinspectionof aCommonwealthagency’srecordsto checkthe accuracyof entries
in the SpecialRegister. Thiswill ensurethatagencies’recordsrelatingto the Special
Registerwill beinspectedroutinely by theOmbudsman’sofficers underthe
proceduresof PartVIII of theAct. Thepurposeof theamendmentis to enhancethe
accountabilityof agencies.

Division 2— GeneralRegisterof Warrants

Items8, 9, 10,1!, 12 and13

Theseitemshavetheeffectof renamingthe ‘Registerof Warrants’whichis currently
keptundersection81A the ‘GeneralRegisterof Warrants’whereoccurringin
subsections79(2), 81A(1),81A(2), 81B(1),81(2) andsubparagraph82(a)(i)
respectively.Therenamingis necessaryto distinguishthe existingRegisterof
Warrants(whichcontinues)from thenew SpecialRegister.

Item 14

Thisprovisionis necessaryto ensurethat anyactiontakenundersection81A of the
Act in respectof theformer ‘Registerof Warrants’is not madeanullity by the
amendmentsin Part2 of Schedule1 but is to beregardedashavingbeentakenin
respectof the GeneralRegister.

PART 3— CIvIL REMEDIES

Item 15

This iteminsertsnewsection76A into theAct to ensurethatinformationobtainedby
unlawfullyinterceptingacommunicationor ‘designatedwarrantinformation’ (see
item20)maybe givenin evidencein aproceedingexercisingthenewcivil right of
actioncreatedin new section107A(seeitem 18). Without this provision,the
presentationof suchevidencein suchproceedingswouldbe prohibitedby section63
of theAct.

Items16and17

Theseitemsinsertcross-referencesto new section76A in paragraphs77(1 )(a)and
77(1)(b). Section77 providesthatinterceptedinformationis inadmissibleasevidence
in anyproceedingsexceptasallowedby thatsection.

Item 18

This iteminsertsnewPartXA, comprisingsections107A, 107B,107C,107D, 107E
and107F, into theAct to createanewright of actionin apersonwhose
communicationshavebeenunlawfully interceptedin their passageover a
telecommunicationssystemof a carrieror whereinformationobtainedby an unlawful
interceptionhasbeencommunicatedor usedincontraventionof section63 of theAct.

Newsubsection107A(3) confersaright on aggrievedpersonsto seekremedialrelief‘ from theFederalCourtof Australiaor acourtof competentjurisdictionof aStateor
Territoryagainstany personwho interceptedtheaggrievedperson’scommunication
or authorised,sufferedorpermittedanotherto do so or did anyactor thing to enable
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anotherto interceptthatcommunication,contraryto subsection7(1) of theAct. New
subsections107A(7)and107A(10) list possibleremedies,includingpunitivedamages.
Theinclusionof punitivedamagesreflectsthe intentionthatthis right of actionactas
ameasuretoenhanceprivacy. This list is indicativeonly andis not intendedto be
exhaustive,norto fetteracourt’sdiscretionto orderwhateverremedyit thinks
appropriatein thecircumstancesof eachcase.New subsection107A(8)authorisesa
courtto grantremediessubjectto conditions.

Newsubsection107A(2)definesthethepersonwhomay bring an actionundernew
PartXA asapersonwhowasapartyto theinterceptedcommunicationor apersonon
whosebehalfthecommunicationwas made. Thelatterprovisionrecognisesthatit
neednot be apartyto aconversationwhonecessarilysuffersthedamagearisingout of
anunlawful interceptionor unlawful communicationof interceptedinformation. A
commonexampleis acompanyon whosebehalfan employeeis making a
communicationwhich is intercepted.Theemployeemay sufferno damageeven
thoughthe companylosesmoneythroughits competitorsobtaininginformation
unlawfully.

Newsubsection107A(9) is atechnicalprovisionallowingacourtto varyor revokean
orderin the natureof aninjunction.

Newsubsection107A(4) createsacorrespondingright of actionagainstapersonwho
communicatesinformationderivedfrom an unlawful interceptioncontraryto section
63 of the Act.

Newsubsections107A(5)and(6) allow an aggrievedpersonto seekthe same
remediesfrom acourtof criminal jurisdictionwhichhasconvictedapersonof an
offenceagainstsubsection7(1) or section63 of theAct. As the sameconductmay
foundcivil liability aswell asthecriminal liability, thisprovisionsavesan aggrieved
personfrom havingto presentthesameevidenceagainin acivil court.

Newsubsection107A(1)providesthatthe rightof civil actionappliesonly wherethe
interceptionis unlawful. Newsubsection107A(11) furtherprovidesthat aright of
actionwill not arisewherethe interceptioncomplainedof is unlawful onlybecauseof
aminordefector irregularityin awarrantnot affectingits substance.Therefore,
agenciesactingproperlyunderwarrantwill not beliable.

New section107B specifiesthe time in whichanaction undernewsection107Amust
commence.In general,an actionpursuedin acourtof civil jurisdiction mustbe
broughtwithin 6 yearsof theendof theinterceptionor thecommunicationof
interceptedinformation,as thecasemay be. Wherearemedyis soughtin acourtof
criminal jurisdiction, thereis no fixed limitation periodbut theactionmustbebrought
assoonaspracticableafter theconviction concerned.This recognisesthat, as
prosecutionsof indictableoffencesarenotsubjectto alimitation period andarelevant
conviction mayoccurmorethan6 yearsafter the unlawful conduct,it wouldbeunjust
to putthecivil limitation periodon acauseof actionrelatedto or arising out of a
prosecution.

New subsection107Censuresthatthenewright of actionaugmentsratherthan
supplantsany otherrightsof actionwhich may beopento anaggrievedparty in
respectof the sameunlawful conduct. It alsoprovidesthatthefactof adefendant’s
beingconvictedof an offenceunderthe Act doesnot affectaperson’sright to make
an applicationto acivil courtfor relief. 4
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New section107Dpreservessimilar StateandTerritory laws to theextentthatthey
canoperatewith theprovisionsof Part3 of Schedule1.

New section107Eensuresthattheremediesin newsubsections107A(3) and(4) may
begrantedonly by courtsof appropriatejurisdiction.

New section107Fextendsthe meaningof ‘conviction’ for the purposesof seeking
relief underthe newprovisionsto thosewho havebeendischargedby acourtwithout
proceedingto aformalconvictionundersection19B of theCrimesAct 1914. This
ensuresthataggrievedpersonsarenot deprivedof aright to seekacivil remedyunder
newsubsections107A(5)or (6) by atechnicalityof criminalprocedure.

Item 19

This itemprovidesthatthe amendmentsmadeby Part3 of Schedule1 apply onlyto
contraventionsof sections7(1) and63 occurringafterthoseamendmentscomeinto
effect. In respectof contraventionsof section63,the unlawful communicationmay
relateto informationcollectedby aninterceptionoccurringbeforethecommencement
of theseprovisions.

PART 4- DISCLOSURE OF INFORMATION ABOUT THE EXISTENCE OF A WARRANT ETC.

Item 20

This iteminsertsin subsection5(1) of theAct across-referenceto the definitionof
‘designatedwarrantinformation’ in newsection6EA (seeitem21).

Item 21

Item 21 insertsnewsection6EA into theActdefining theexpression‘designated
warrantinformation’. Essentially,‘designatedwarrantinformation’ is any information
abouttheissueor existenceof awarrantunderPartsIII or VI of the Act or any
informationwhichwould enableapersonor telecommunicationsservicenamedin a
warrantto be identified.

Item 22

Item 22 insertsnewsubsection63(2) into theActprohibiting thecommunication,use,
recording,or giving in evidenceof designatedwarrantinformationexceptasallowed
by the Act. Thiswill havetheeffectof preservingbothprivacyandthe securityof
investigations.It will not,however,preventgeneralstatisticalinformationabout
warrantsbeingcommunicated,used,etc.

Item 23

This iteminsertsnewsection63AA into theAct permittingthecommunication,use
etcof designatedwarrantinformationfor thepurposesof PartsIII, VI, VIII or IX of
theAct. Thisenablesofficersof ASIO andof CommonwealthandStatelaw
enforcementagenciesto communicate,use,etcdesignatedwarrantinformationfor the
purposesof obtainingandexecutinginterceptionwarrantsunderPartsIII andVI
respectively,agencyheadsandthe Ombudsmanto communicatedesignatedwarrant
informationfor thepurposesof inspectionsunderPartVIII of the Act andthe law‘ enforcementagenciesandthe Minister to communicateandusedesignatedwarrant
informationfor thepurposesof reportingunderPartIX.
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Item 24

This itemamendssection63B of theActto enableemployeesof acarrierto
communicate,useetcdesignatedwarrantinformationif theinformationis reasonably
necessaryto enableinterceptionsunderwarrantto takeplace. Thereis similar
provisionfor communicationto theemployeesof anothercarrier. Thisprovisionis
necessarybecauseparagraph47(b)of theAct requiresan interceptionunderasection
45 or 46 warrantto takeplaceasaresultof actiontakenby acarrier. In these
circumstances,communicationof designatedwarrantinformationwithin acarrier,or
betweencarriers,maybe necessaryto allow theinterceptionto takeplace.

Items25, 26,27, 28, 29, 30,31, 32,and 33

Theseitemsamendsections64(1), 65(1), 65A, 67,68, 74, 76 and77 of theAct with
the effectof authorisingthecommunicationetc of designatedwarrantinformationin
the samecircumstancesin whichinformationobtainedfrom interceptinga
communicationunderawarranmt(knownas‘lawfully obtainedinformation’) maybe
communicatedunderPartVII of theAct. Thereis no changein theexistingscopeof
PartVII— it is simplybeingadaptedto regulatethecommunicationof designated
warrantinformation. Theprincipalprovisionsof PartVII aresections67 and68
which allow law enforcementagenciesto communicateinterceptedinformationfora
‘permittedpurpose’of the agencyin questionor to thechiefofficer of anotheragency
respectively. ‘Permittedpurpose’is definedin subsection5(1) of the Act andmeans
essentiallyapurposerelatedto theinvestigationandprosecutionof offenceswhichare
punishableby amaximumperiod of atleast3 years’ imprisonment.Theother
significantprovision is section74 whichspecifieswheninterceptedinformationmay
be presentedasevidenceinproceedings.Section76 dealswith intercepted
informationbeingpresentedinproceedingsfor theprosecutionof unlawful
interceptionsor unlawful communicationof interceptedinformation. Section77
specifiesthat,exceptwherenominatedprovisionsof the Actexpresslyallow
interceptedinformationto be givenin evidence,it is otherwiseinadmissibleinany
proceedings.

Item 34

Item 34 appliesthe amendmentsrelatingto ‘designatedwarrantinformation’ to all
warrants,whetherissuedbeforeor after thoseamendmentscomeinto force.

PARTS- REPORTING OBLIGATIONS

Division 1 — Reports to the Minister

Item 35

This itemamendssubsection94(2)whichdealswith the obligationof the
Commissionerof the APPandthe Chairpersonof the NCA to reportto the Ministeron
the outcomeof individual warrants.Theamendmentsaddto thelist of information 4
alreadyrequiredto beprovided:

(a) informationaboutthe numberof arrestsmade,or likely to be made,on the
basisof informationobtainedby interceptionsunderthe warrantin question
and; 4

10.



(b) anassessmentof theusefulnessof informationobtainedby interceptions

underthe warrantin question.

Item 36

This itemprovidesthattheamendmentin item35 appliesonly to warrantswhich
expireafter thatamendmentcomesinto force.
Division 2— Reportsby the Minister

Item 37

Item 37 amendssection102 of theAct to incorporateanadditionalcategoryof
informationwhichis to beincludedin theMinister’s annualreportto Parliament.The
annualreportis nowto containinformationabouttheproportionof all warrantsin
forceduringthereportingyearwhichled to, or werelikely to leadto, aprosecution
beinginstitutedon thebasisof informationobtainedby interceptionunderthose
warrants.Thiswould includeinstanceswhereinformationobtainedby interceptions
underawarrantsupportedor was likely to supportaprosecution,forexampleby being
giveninevidencein aprosecution.Warrantsfor thesepurposesmayalsoencompassa
seriesof renewalwarrants.This informationis to relateboth to warrantsissuedto
individualagenciesandto all warrantsissuedandin forcein thereportingyear. Note
thatit would bepossiblefor thesamewarrantto bein forceduring 2 reportingyears.

This informationis intendedto be anindicatorof theusefulnessof interception.

Item 38

This itemamendssection103 of theAct to requirethe Minister’s annualreportto
containinformationaboutthe cost(includingcostsof acapital nature)incurredby
eachCommonwealthandStateagencyin connectionwith theexecutionof warrants
duringthereportingyear.

Existingprovisionsof theAct will oblige agenciesto providethe informationreferred
to in bothitems37 and38 oncethe amendmentscommence.In thecaseof State
agencies,paragraph35(1)(b)of theActmakesit aconditionprecedentof aState
agency’sauthorityto seekinterceptionwarrantsthattherebe Statelegislation
requiringthe chiefofficer of theagencyor agenciesinquestionto giveto the
responsibleStateMinister informationwhichDivision 2 of PartIX of theAct requires
to be setout in theannualreport. Both sections102and 103fall within Division 2 of
PartIX of the Act. TherelevantStateActs referbroadly to informationrequiredto be
providedunderDivision 2 of Part IX of the Act. Theywill not thereforeneed
amendingto pickup theamendmentsmadeby items37 and38. In thecaseof
Commonwealthagencies,subsection94(3)putsacorrespondingobligationto provide
suchinformationdirecton theCommissionerof the APP andtheChairpersonof the
NCA.

Item 39

Theamendmentsmadeby items35 to 38 inclusiveapply only to reportsrelatingto

financial yearsbeginningafter thoseamendmentscomeinto force.
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PART 6 -AUTHORITY OF EMPLOYEES OF CARRIERS TO INTERCEPT COMMUNICATIONS

Item 40

This itemamendsparagraph7(2)(a)of theAct to tightentheexistingexemptionwhich
allows anemployeeof acarrierlawfully to interceptacommunicationby addingthe
elementof necessity.Theeffectof the amendmentis to allow anemployeeof a
carrier to interceptacommunicationonly whenit is reasonablynecessaryfor the
employeeeffectivelyto performhisor herdutiesin connectionwith thefollowing
activities:

(a) theinstallationof a line or equipmentusedor intendedto be usedin
connectionwith atelecommunicationsservice;

(b) theoperationor maintenanceof atelecommunicationssystem;or

(c) thetracingor identificationof callerscontraveningPartVIIB of the Crimes
Act1914(PartVIIB createscertainoffencesrelatingto theuseof a
telecommunicationssystem— for example,threateningor abusivecalls).

Item 41

This itemamendsparagraph7(2)(aa)toput acorrespondinglimitation on theauthority
of independentcontractorsto interceptcommunicationslawfully.

Item 42

This iteminsertsnewsubsection7(2A) to requireacourt,whenconsideringtheissue
of whatis ‘reasonablynecessary’,to haveregardto thematters(if any)which are
prescribedby theregulations. It is anticipatedthatguidelines,directionsor similar
instrumentsissuedunderthe TelecommunicationsActor undercarriers’ licencesby
the Minister for CommunicationsandtheArts or theregulatoryauthoritiesanddealing
with thecircumstancesin whichcarriersmayproperlyinterceptcommunications
undersubsection7(2) will beprescribed.Therefore,monitoringcommunicationsin
accordancewith prescribedguidelinesandprocedureswould be,primafacie,
reasonablynecessaryandconsequentlywithin theauthorityof subsection7(2). It is
intendedthat anemployeecouldrely on this to defendanyprosecutionfor an offence
undersubsection7(1).

4

4
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SCHEDULE 2

AMENDMENT OF THE TELECOMMUNICATIONS ACT 1991 (THE
TELECOMMUNICATIONS ACT)

Item 1

Thisprovisioninsertsacross-referenceto newsection73A of the
I TelecommunicationsAct into section62 of thatAct. Thishastheeffectof makingthe
‘ mattersspecifiedin new section73A aconditionto which alicenceunderthe

TelecommunicationsAct is subject.As aresult, theenforcementprovisionsof
Division 2 of Part16 of the TelecommunicationsAct will applyto aconditionunder
new section73A.

Item 2

This iteminsertsnewsection73A into theTelecommunicationsAct.

Newsubsection73A(1)limits theapplicationof the newsectionto holdersof general
andmobilecarrierlicences. Thelicenceconditionwill not apply to eligible service
providerslicensedundersection209 of the TelecommunicationsAct.

Newsubsection73A(3) conferson theMinisteradiscretionto giveawritten notice
requiringatelecommunicationssystemoperated,or proposedto beoperated,bya
licenceholderto haveaspecifiedtype of interceptioncapability. This is theformal
mechanismwhichbringsthelicenceobligation intoeffect in relationto particular
telecommunicationssystems.It reflectstheunderlyingpropositionthatnot everynew
telecommunicationssystemwill necessarilyberequiredto beinterceptible.

For thesepurposes,new subsection73A(8) defines‘interceptioncapability’ to mean
that, if awarrantwereissuedto anagencyauthorisingtheinterceptionof a
communicationpassingoverthetelecommunicationssystemin question,the system
would becapableof enablingthat interceptionto takeplace. Thisdefinitiongives
someguidanceasto whatanynegotiationsbetweencarriersandagenciesareto be
aboutand,by implication,requiresagenciesto havealreadyidentified andsettled
whatit is thatthey wantfrom the licenceholders. It is expectedthat agencieswill
havesettledtheissuesof whetherthe proposedtelecommunicationssystemis to be
interceptibleandtechnicalspecificationsof thecapabilitysoughtbeforenegotiations
with licenceholdersbegin. TheLaw EnforcementAdvisoryConmiitteeof AUSTEL
is to playthepre-eminentrole in coordinatingagreementbetweenthe agencies.

Newsubsection73A(2) makesit aconditionof thelicencethatalicenceholdermust
complywith thematterssetout in newsubsection73A(4). Newsubsection73A(4)
requiresalicenceholder toprovidetheinterceptioncapabilityrequiredby the Minister
on termsandconditionswhich areagreedbetweentheholderandthe agencyor
agenciesspecifiedby theMinister. If the partiesfail to agree,thetermsandconditions
maybe asdeterminedby anarbitratorappointedby theparties. If they fail to agreeon
theappointmentof an arbitrator,AUSTEL is to appointthe arbitrator.

Newsubsection73A(7)authorisesproceduresfor theconductof arbitrationsto be‘ prescribedin theregulations.It is anticipatedthatan arbitratorwill be ableto operate
in accordancewith normalarbitrationproceduresunder thelawsof therelevantState
or Territory, in whichcaseno regulationswill benecessary.Thepoweris intendedto
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beexercisedonly if problemsarisein practice,requiring formal proceduresto be
prescribed.

Thepartiesare freeto negotiateany termsandconditions(including theperiodwithin
which aninterceptioncapability is to beprovided— newsubsection73A(6)) subject
only to thefundamentalprinciplessetout in newsubsection73A(5). Thesearethat
thelicenceholderis to incur thecosts(whethercapital or other) of creatingor
developingtherequiredinterceptioncapabilityandthatthelicenceholdermayrecover
thosecostsovertime fromthe useragencyor agencies.

Newsubsection73A(1 1) providesthat ‘agency’ in the sectionincludestheAustralian
SecurityIntelligenceOrganizationas well asCommonwealthlaw enforcement
agenciesandStatelawenforcementagencieswhichmayapply for warrantsunderPart
VI of theInterceptionAct. New subsection73A(9)providesthat all othertermsused
in bothnew section73A andthe InterceptionActhavethesamemeaningasin the
InterceptionAct.

Newsubsection73A(11) providesamechanismforagenciestoenterinto binding
agreementswith licenceholders. As noneof the agencieshasalegalpersonality,the
Commonwealthor theState,asthecasemaybe, hasto acton theirbehalf.

Newsubsection73A(12)providesthatnew section73A hasno effect to theextent(if
any)to whichit purportsto authorisetheimposition of taxationor theacquisitionof
propertyotherwisethanonjustterms within themeaningof section55 of the
Constitution. Thepurposeof thisprovision is to avoid anypossibleargumentthat it
maybe invalid for Constitutionalreasons.

Item 3

This itemprovidesthattheproposedlicenceconditionappliesto all licences,whether
issuedbeforeor after thecommencementof the amendmentsof the
TelecommunicationsAct.
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