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TELECOMMUNICATIONS(INTERCEPTION)AMENDMENT BILL 1993

OUTLINE

Purposeof Bill

TheBill will giveeffectto certainof therecommendationsarisingout of areviewof
theTelecommunications(Interception)Act 1979carriedout by the
Attorney-General’sDepartmentin 1991 and1992.

Theproposedamendmentsaredirectedatresolvingpressingpracticalproblemsandat
improvingthe operationalandadministrativeeffectivenessof theAct, whileretaining
its currentbalancebetweenprivacyinterestsandlaw enforcementobjectives.

Themain amendmentsare to:

(a) enablethereplacementof thepresentsystemof routinginterceptions
through Canberrawith asystemunderwhichtheAFPmaintainscontrolof
Stateinterceptionsby meansof computerlinks but without listeningto, or
recording,thosecommunications;

(b) permitlawenforcementagenciesto:

(i) monitoror recordtelephoneconversationsto which theyareaparty
without warrantsin emergenciesinvolving actualor threatenedloss
of life or threatof seriousinjury or of seriousdamageto property;and

(ii) monitorthe telephoneconversationsof alikely recipientof
kidnappingor extortiondemandswithouta warrantwheretheyhave
thatperson’sconsent;and

(c) removethe geographicalrestrictionon Statelaw enforcementagencies
providedinterceptionsmadeby themarewithin their functions.

TheBill will alsoincludecomputer-relatedoffencesunderPartVIA of theCrimes
Act1914which, by their verynature,arelikely to involve theuseof
telecommunicationsfacilities.

FinancialImpactStatement

Thereplacementof thepresentsystemof routing interceptionsthroughCanberrais
estimatedto achievesavingsof about$2million for all agencies.



NOTES ON CLAUSES

Clause1 — Shorttitle
ClauseI specifiestheformal citationof theproposedAct anddefinestheterm
‘Principal Act’ to meanthe Telecommunications(Interception)Act 1979.

Clause2— Commencement

2. Apart from thosesectionsrelatingto the updatingof the meansby which
interceptionsarecarriedout (seeclauseS)whichareto commenceupon
Proclamation,theproposedAct is to commenceupon theRoyal Assent. A specific
dateforcommencementof theformersectionshasnot beenfixed becauseit is
uncertainwhenthe requiredtechnicalchangeswill becompleted.However,it is
anticipatedthatthe Act will beproclaimedto commenceon 1 January1994. If the
amendmentshavenot beenproclaimedto commenceon 1 March 1994,theywill
commenceon thatdate.

Clause3 — Interpretation

3. Subclauses3(1) and(2) amendsection5 of thePrincipalAct to providethe
following:

(a) to extendtheclassof ‘certifying officerstfor thepurposesof sections60
and61 of the Act to include therank of AssistantCommissionerin thecase
of theAFP andcorrespondingranksin thecaseof Statepoliceforces,
SeniorExecutiveServiceofficersof theNCA andmembersof the
QueenslandCriminal JusticeCommission;

(b) to includethe QueenslandCriminal JusticeCommissionwithin theclassof
‘eligible authorities’andtheChairmanof thatCommissionwithin theclass
of ‘chief officer’ andto includedefinitionsof associatedexpressions;

(c) to substitutethe term ‘prescribedsubstances’for ‘narcotic drugs’ in
subparagraph(a)(iv) of thedefinition of ‘Class2 offencetwhichbetter
accordswith theStateoffencestheprovisionis intendedto cover;

(d) to includethe computerrelatedoffencesin PartVIA of theCrimes
Act 1914 amongclass2 offences;

(e) to includenew definitionsof ‘Commissioner’,the ‘Criminal JusticeAct’,
the ‘Criminal JusticeCommission’,the ‘Deputy Director-Generalof
Security’, ‘prescribedsubstance’,‘Register’, ‘restrictedrecord’,‘secretary’
and‘staff member’;

(1) to updateanobsoletereferenceto theNSW CrimeCommissionin the
definition of ‘prescribedinvestigation’;and

(g) to removeobsoletereferencesto telegramsandto repealedprovisions.

4. Subclause3(3) savesauthorisationsof prescribedofficers under

subsection60(4)of thePrincipalAct madebeforethecommencementof theproposed
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Actby stipulatingthattheyareto beregardedas authorisationsof certifyingofficers
undersubparagraph(b)(ii) of thedefinitionof ‘certifying officer’ in subsection5(1) of
thePrincipalAct. Clause14 substitutes‘certifying officer’ for ‘prescribedofficer’ in
section60 of thePrincipalAct.

Clause4— Communicatingetc.certaininformation

5. ThisclauseamendssectionSA of thePrincipalAct to removeobsolete
references.

Clause5— Interceptionof acommunication

6. Thisclauseamendssection6 of thePrincipalAct by omittingwordsmade
unnecessaryby thedefinitionof ‘premises’ in subsection5(1) andby omitting
subsections6(3) and(4). Therepealof subsections6(3) and6(4) andtheamendment
to section47 (seeclause14) will allow theTelecommunicationsInterceptionRemote
Authority Connection(TIRAC) systemto besubstitutedfor thepresentsystemof
telecommunicationslinks betweentheAPPandinterceptingagencies.

Clause6— Investigationof an offence

7. Clause6makesanamendmentto section6A of thePrincipalAct whichis
consequentialupon theinclusionof the QueenslandCriminal JusticeCommissionas
aneligible authority.

Clause7— Lawfully obtainedinformation

8. Clause7makesan amendmentto section6E of the PrincipalAct whichis
consequentialupon therepealof obsoleteprovisionsandtheamendmentto
section65A.

ClauseS— Relevantproceeding

9. Clause8 makesan amendmentto section6L of the PrincipalAct whichis
consequentialupon theinclusionof the QueenslandCriminal JusticeCommissionas
aneligible authority.

Clause9— Declarationof staff’ membersof SlatePoliceForces

10. Clause9 insertsnew section6N into the PrincipalAct to authorisethe
Minister to declarethataspecifiedclassof membersof alaw enforcementagency
occupypositionscorrespondingto thoseof staffmembersof theAPP. Staff members
of theAFP aresubjectto thecontrolof the Commissionerof Policeandaresubjectto
thesamedisciplinarymeasuresasuniformedpolice.

Clause10 —Telecommunicationsnot to be intercepted

11. This clauseamendssection7 of the PrincipalAct to ensurethatneithera
personwho is lawfully engagedin dutiesrelatingto theinstallation,connectionor
maintenanceof equipmentto be usedto effect interceptionsunderwarrantnoran
officer of theAustralianSecurityIntelligenceOrganization(ASIO) whoincidentally
interceptsacommunicationwhile performinghisor hernormalfunction of securing
premisesagainstlisteningdevices,isin breachof subsection7(1).
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12. Clause10 alsoamendssection7 to providethatamemberof the APPor of a
policeforce of a Statemay listento or record,withouta warrant,acommunication
betweenpoliceandasuspectedoffenderin emergencieswheretherearereasonable
groundsfor suspectingthat theoffender(who is theotherparty) is involvedin the
actualor threatenedloss of life, or threatof seriousinjury or of seriousdamageto
property. This will allow policeto takeappropriateactionin siegesandotherlike
situationswhereit is impracticableto seekawarrantunderPartVI of thePrincipal
Act beforehand.However,awarrantmustbe soughtassoonas practicableafter the
doing of an actin relianceon thisprovisionand,if the warrantis refused,any
continuingactionmustcease.

13. Clause10 similarly amendssection7 toprovidethatamemberof the AlP or
of apoliceforceof aStatemay listento or record,withoutawarrant,a
communicationwith theconsentof apersonto whomthecommunicationis directed.
Thisamendmentwill allow policeto takeappropriateactionin casesof kidnapor
extortionor similar threats.Thisprovision is alsolimited to emergenciesandalso
requiresawarrantto be soughtas soonaspracticable.

Clause11 — Evidentiarycertificates

14. Clause11 insertsnew section18,whichcorrespondsto existing section61,
into Part111 of the PrincipalAct to providefor evidentiarycertificatesto prove
routine,formal mattersin exemptproceedingswherethe interceptionwasconducted
by ASIO. Theproposedsectionwill give theManagingDirectoror Secretaryof a
telecommunicationscarrieradiscretionto issueconclusivecertificatesstatingtheacts
which thecarrieror its employeesdid to executeawarrant,andtheDirector-General
or DeputyDirector-Generalof Securityadiscretionto issueprimafacie certificates
statingtheactswhichASIO did in relationto thewarrant. In addition to replicating
the specific mattersalreadysetout in existingparagraphs61(4)(a>.(d)of thePrincipal
Act, proposedsubparagraphl8(4)(b)(iv) will allowthe Director-Generalor Deputy
Director-Generalto certify relevantfactsas to the custodyof recordsof intercepted
information.

Clause12—Functions

15. Clause12 amendssection33 of thePrincipalAct to redefinethefunctionsof
the TelecommunicationsInterceptionDivisionof theAFP to includetaking actionto
enablewarrantsissuedto agenciesotherthantheAPPto beexecutedandother
functionsassignedin writing by theCommissionerof Police. This amendmentis
consequentialuponthe amendmentsto sections6and47 whichallow for the
introductionof theTIRAC system.

Clause13 — Agencymayapplyfor warrant

16, Clause13 amendssection39 of thePrincipalAct by removingtheexisting
territorial limitation on warrantsissuedto Statelaw enforcementagencies.Theeffect
is to allow aStateagencyto seekawarrantin respectof atelecommunicationsservice
locatedoutsidethe State,providedtheinterceptionisotherwisewithin its functions.

Clause14—Limit on authorityconferredby warrantundersection45 or 46

17. Clause14 amendssection47 to requirethatactionmustbe takenby an AFP
officer or staffmemberto enableawarrantto be executedbefore aninterception
underthe warrantmaybegin. Thiswill allow implementationof theTIRAC system
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wherebyan APPofficer or staffmemberwill beable to activateaswitehfrom the
TelecommunicationsInterceptionDivision (theTID) of theAPP in Canberraafter
satisfyinghimselfor herselfthattheinterceptionis in accordancewith thewarrant.
Activationof the switch will allow theinterceptedsignalsto bereceiveddirectby the
lawenforcementagencyinsteadof beingroutedthroughthe‘I’ll) in Canberraasat
present.

Clause15 — Judgemayrevokewarrantwheresection51 contravened
18. This clauseamendssection52 to requireacopyof theinstrumentof
revocation,ratherthantheoriginal, to besentto theAPP.

Clause16 — Notification toAustralianFederalPoliceof issueof warrantsto other
agencies

19 This amendmentto section53 of the PrincipalAct is consequentialupon the
amendmentsto sections6and47 whichallow for theintroductionof the TIRAC
system.Agencieswill be requiredto sendcopiesof their section45 and46 warrants
ratherthantheoriginalsascurrentlyrequired.

Clause17 — Entry into forceof certainwarrantsandexerciseof authority
conferredby warrant

20. New section54 is consequentialupontheamendmentsto sections6 and47
which allowfor theintroductionof the T1RAC system. The newprovisionstipulates
thatawarrantissuedto alaw enforcementagencyotherthantheAPP doesnot come
into forceuntil theAFP receives:

(a) in thecaseof atelephoneapplication— the notificationrequiredby
paragraph53(l)(b) of thePrincipalAct;

(b) in thecaseof a section45 or46 warrant— a copy of thewarrant;or

(c) in thecaseof a section48 warrant— theoriginal warrant.

21. Clause17 alsoreplacessection55 of the PrincipalAct,consequentialuponthe
amendmentsto sections6 and47 which allow for theintroductionof theTIRAC
system.Thesectionwill providethatan officeror a staffmemberof theagency
whichobtainedthe warrant,whois duly approvedby the chiefofficer or anappointed
approvingofficer of that agency,mayexecuteasection45 or 46 warrant Therewilt
beno changeto theexecutionof section48warrantsauthorisingentryontopremises:
theAFP will continueto executetheseon behalfof otheragencies.

22. Subelauses17(2)and17(3) aresavingsprovisionsapplying theexisting
provisionsto approvalsof certifyingofficersanddeclarationsof designatedtechnical
officersmadebeforenew section55 comesinto force.

Clause18 — Revocationof warrantissuedto AustralianFederalPolice

23. Thisclauseamendssection56 of thePrincipalAct to simplify administration
by conferringthepowerto revokewarrantson acertifying officerratherthanthe
Commissionerof Policeor aDeputyCommissioner.This will ensurethatawarrant
mayberevokedassoonpossibleafter it is decidedthat aninterceptionis no longer

-5-



necessary.Thedefinition of ‘certifying officer’ insertedby paragraph3(1 )(l) of the

Bill ensuresthatcertifyingofficers areof appropriatelyseniorlevelsin eachagency.

Clause19 — Revocationof warrantby chiefofficer of otheragency

24. Thisclauseamendssection57 of thePrincipalAct to enablethe chiefofficer
of anagencyto delegateto acertifying officer thepower to revokeawarrantbefore it
expires. Delegationof this powerwill ensurethatawarrantmayberevokedas soon
aspossibleafter it isdecidedthattheinterceptionis no longernecessary.Theclause
alsoamendsparagraph57(3)(b),consequentialuponthe amendmentsto sections6
and47 to allow theTIRAC systemto beintroduced,to requireanagencyotherthan
theAFP to sendacopyof theinstrumentof revocationto the AFP ratherthanthe
original.

Clause20 — Notification to ManagingDirectorof carrierof issueor revocationof
certainwarrants

25. Thisclauseamendssection60 of thePrincipalAct to simplify administration
by providingthata ‘certifying officer’ insteadof a ‘prescribedofficer’ hasthe
functionof certifyingcopiesof warrantsfor thepurposeof notifying thecarrier. The
definitionof ‘prescribedofficer’ in subsection60(4) will becomeredundantand
consequentlywill beomitted.

Clause21 — Evidentiarycertificates

26. Clause21 amendssection61 of thePrincipalAct to simplify administration
by —

(a) authorisingthe secretary,aswell astheManagingDirector, of acarrieror
its parentcompanyto issueevidentiarycertificates;and

(b) extendingthepowerof certifyingofficers of lawenforcementagenciesto
issueprimafacieevidentiarycertificatesaboutroutinefactualmatters
abouttheexecutionof warrantstocovercertification as to the custodyof
recordsof interceptedinformation.

Clause22—Certifiedcopyof warrant

27. ThisclauseamendssectionMA, consequentialupon theamendmentsto
sections6 and47 whichallow for theintroductionof the TIRAC system,to substitute
‘an agency’for theAPP in relationto certificatesforusein proceedingsunderthe
Act.

Clause.23— Employeeof carriermaycommunicateinformationto agency

28. Clause23 amendssection65Aof thePrincipalAct to authoriseemployeesof
acarrierto comunicateinterceptedinformationwhichthey mayacquirein the
performanceof theirdutiesto alaw enforcementagency,providedthecommunication
is for apurposeconnectedwith theinvestigationof a seriousoffence.The
amendmentwill permitsuchemployeestocommunicatelawfully obtained
informationto Statelaw enforcementagencies:atpresenttheymaycommunicatethat

informationonly to the APPor theNCA.

I
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Clause24— Destructionof restrictedrecords

29. Subelause24(1)amendssection79 of thePrincipalAct to ensurethat
restrictedrecordsarenot destroyedbeforethe MinisterhasinspectedtheRegisterof
warrantsin accordancewith proposedsection8lB (seeclause21 below).
Subelause24(2)will ensurethatexistingsection79 continuesto applyto restricted
recordsobtainedfrom interceptionsof telegramstaking placebeforetheprovisions
repealingsection11 andPartIV comeinto force.

Clause25— Commonwealthagenciesto keepdocumentsconnectedwith issueof
warrants

30. Clause25 amendssection80 of thePrincipalAct, which dealswith the
obligationof Commonwealthagenciesto keeprecordsof interceptions,by:

(a) omitting paragraph80(l)(a)which is redundantasatelegramserviceno
longerexists;

(b) changingreferencesto relevantwarrantdocumentsto reflect theproposed
procedurewherebytheagencywhichobtainsasection45 or 46 warrant
keepsthe original andsendsacopyto theAFP for retentionin its records,
whichisthe converseof thepresentrequirement.

31. Subelauses25(2)and(3) aresavingsprovisionswhichapply theexisting
provisionsto documentscreatedbeforethe proposedamendmentscommence.

Clause26— Otherrecordsto be keptby Commonwealthagenciesin connection
with interceptions

32. This clauseamendssection81 of thePrincipalAct consequentialuponthe
repealof provisionsrelatingto theinterceptionoftelegramsandplacesstaffmembers
of an agencyin thesamepositionasofficers in relationto thecommunicationof
lawfully obtainedinformation.

Clause27— Registerof Warrants

33. Clause27 insertsnewsectionsSlA and8lB into thePrincipalAct. Proposed
section8lA requiresthe Commissionerof the APPto havearegisterkeptshowing
particularsof all section45,46 and48 warrants.Therequiredparticularswill be:

(a) thedateof theissueof thewarrant;

(b) theJudgewhoissuedthe warrant;

(c) theagencyto whichthe warrantwasissued;

(d) thetelecommunicationsserviceto whichthe warrantrelates;

(e) thenameof thepersonspecifiedin thewarrantasthe personusingor likely
to usethe telecommunicationsservice;

(f) theperiod forwhich thewarrantis to bein force; and
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(g) eachseriousoffencein relationto which theJudgewho issuedthewarrant
was satisfied,on theapplicationfor thewarrant,asmentionedin
paragraph45(d)or 46(l)(d),asthecasemay be.

34. Proposedsection8 lB will obligetheCommissionerof the APPto deliverto
theMinistereverythreemonthssomuchof the Registeras hasnot beenpreviously
inspected.Thefirst inspectionwill beduethreemonthsfrom thedateon whichthe
newsectioncomesinto force.

Clause28 — Functionsof Ombudsman

35. This clauseamendssection82 of thePrincipalAct to includetheRegisterin
thedocumentswhicharesubjectto inspectionby the Ombudsman.

Clause29 — Exchangeof informationbetweenOmbudsmanandState inspecting
authorities

36. Clause29 insertsnewsection92A into the PrincipalAct to allow the
Ombudsmanto giveinformationobtainedin thecourseof performinghis/her
functionsundersection82 to his/herStatecounterpartsbut only wherethat
informationrelatesto anagencyof thatStateandtheOmbudsmanis satisfiedthat the
informationis necessaryto enabletheStateinspectingauthorityto perform its
functions.

37. Proposedsubsection92A(4)alsoauthorisestheOmbudsmanto receive
correspondinginformationfrom aStateinspectingagency.

Clause30— AnnualreportsregardingapplicationsandwarrantsunderPartVI

38. This clauseamendssection94of thePrincipalAct, whichdealswith the
obligationsof Commonwealthagenciesto reportto theMinister, by removingan
obsoletereferenceto telegramsandinsertinganewrequirementto reporton thetotal
costsof interceptionduringthereportingyear.

Clause3! — Annualreportsby Stateauthorities

39. Clause31 amendssection96 of thePrincipalAct, whichimposes
correspondingreportingrequirementson Stateauthorities,by insertingnew
requirementsto reporton their useof the newpowersto monitorcalls in emergencies
suchassiegesand,with appropriateconsents,in kidnappingandextortioncases(see
clause6) andon the total costsof interceptionduringthereportingyear.

Clause32 — Reportregardinginterceptionswithoutwarrantandother
informationto be includedin report

40. Thisclauseinsertsnewsection102A into thePrincipalAct to requirethe
Minister’s annualreportto theParliamentundersection99 to includedetailsof the
useof thenewpowersto monitorcalls referredto above.

41. Clause32 alsoreplacesexistingsection 103of thePrincipalAct with a
provisionwhichrequirestheannualreportundersection99 to includedetailsof the
total costsof interceptionfor law enforcementpurposesandany otherinformation
whichmaybeprescribedin the regulations.
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Clause33— Repeals

Thisclauserepealsredundantarid obsoleteprovisions.

Clause34— Furtheramendments

43. Thisclausemakesminorgrammaticalandconsequentialamendments,listed
in theSchedule,to removeobsoletereferencesto telegramsandto repealed
provisionsandto omit specific pecuniarypenaltiesin subsections105(2),(4) and
107(2)andsection106. Referencetopecuniarypenaltiesisunnecessaryassection4B

I of theCrimesAct1914 imposespecuniarypenaltiesby aformulawhich fixes the
penaltyby referencetotheterm of imprisonment.
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