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TELECOMMUNICATIONS (INT ERCEprIoN)
AMENDMENTBILL 1986

OUTLINE

The Bill amends the I~jc~c~9jrri~i~c (Interception) Act 1~79
for the foliow:inq main purposes

to extend the present interception powers of the

Australian Federal Police (AFP) under the Act (in

relation to narcotics offences punishable under the

Customs Act) to cover, in addition, ‘serious trafficking

offences (ie off ences against Commonwealth laws

involving narcotic drugs and punishable by impr:isoriment

for’ ].ife or’ a maximum period of 7 years or longer’)

to make telecorrununications interception powers available

to State and Territory police forces in relation to

‘serious trafficking offences ‘ against State and

Territory laws; and

to make telecommunications interceptions powers available

to the National Crime Authority (NCA) and the State Drug

Crime Commission of New South L~ales (the State

Commission) in relation to ‘ ser:ious trafficking offences

the subject of an investigation under their respective

Acts,

1 he Bill gives effect to an agreement made by the Commonwealth

Government at the Special Premiers’ Conference on Drugs held in

Canberra in 1985 and takes into account certain recommendations

made by the Royal Commission of Inquiry into Alleged Telephone

Inter’cept.ions (the Stewart Royal Commission)

The B:ill imposes stringent safeguards on the use of

inter’ceptaon power’s As far as State and Nor’thern Territory

authorities are concerned, those participating will be required

to enact legislative safeguards at least as stringent as those

applying to the Austr’alian Federal P0111cc (AFP) under the Act
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in its pressnt form. Those.safeguardsinclu4e a requirement
for judicial warrants~ provisions for the auditing by an
independent authority of interception activities, and of

compliance with State laws end the requirements of the
Telecommunication, (Interce.ptidn) Act, and provisions regulating

the use, disclosure and destructiQn :of intercepted
information. Information obtained in contravention of the Act

will be inadmissible in evidence in any court, except for the
purpose of establishing the contravention’. .

Statement of Financial ImPact

the Bill requires any State or the Northern Territory, if it
wishes interception powers to be made available to its

authorities, to enter into an agreement undertaking to pay the
cost of all interception op.rations carried out by those
authorities. Th. extension of the pre!ent interception powers

of the AFP and the proposed conferring of powers on the NCA
will have financial iiplications. The amount involved will

depend upon the number of interceptions carried out and it is
therefore not possible. to quantify the amount.
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NOTES ON CLAUSES

Clause 1 — Short title

1 Formal

Clause 2 -- Commencement

2, Clauses 1 (Short title) and 2 (Commencement) will come

into operation on Royal Assent, The remaining clauses will

come into operation on a day to be fixed by Proclamation, The

delayed commencement will ensure that amendments of the Act

made by the ~

Amendment Act 1986 are in operation by the time the provisions

of the Bill come into oper’ation and give timne for the

preparation of regulations prescribing formns of warrant,

Clause 3-In terp ret at ion

3. Clause 3 amnends sub—section 5(1) of the,

~ (‘t h.e P ri. n ci pal
Act’) by inserting a number of new definitions. rhe most

important are:

(1) ‘Ju~,ac’ —. is defined (except for the purposes of the now

Part VII dealing with warrants issued to State and

Territory Police Forces and the State Commission) as a

Judge of the Federal Court of Australia or of the Supreme

Court of the Australian Capital Territory nominated under

section 6A; a Judge of the Supreme Court of a State in

respect of whom an appropriate arrangement in force under

section 68 is applicable; or a Judge of the Supreme Court

of the Northern Territory (other than a Federal Court

Judge or a Judge of the Supreme Courtof the Australian

Capital Territory) in respect of whom an appropriate

arrangement in Force under section 68 is applicable,

Thi,s definition replaces the definition of ‘Judge’

contained in section 18 of the Principal Act for the
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purposes of Part lu of that Act (warrants issued to the

AFP). As interception warrants are to be issued by the

same classes of Judges both to the AFP under Part IV and

to the NCA under the new Part VI, a general definition of

‘Judge’ is now necessary;

(2) ‘prescribed offence’ * is defined as a narcotics offence;

an offence against sub—section 7(1) oP~ 7AA(1) of the Act;
an offence against section 86, 87, 88, 94 or 94A of the

1~n_unica~rL~ Act 1975; any other offence against a
law of the Commonwealth or of a State punishable by

imprisonment for life or For a period, or maximum period,

of not less than 3 years; or an offence against certain.

provisions of the Crimes’ Act (aiding, abetting,

conspiring, etc.) relating to any of those offences that
are Commonwealth offences;

(3) ‘relevant proceeding’ — is defined, in relation to a

State or Territory, as:

(a) a proceeding by way of prosecution for a

proscribed offence against a law of the State or

Territory;

(b) a proceeding under a law of the State or Territory

for the confiscation or forfeiture of property, or’

for the imposition of a pecuniary penalty, in

connection with the commission of a prescribed

offence;

(c) certain extradition proceedings and proceedings

for the taking of evidence pursuant to the

jçp~imo nwea,~~Coun~r s~1.Ac t ~ or

the Extradition_(For49n_5tat~ c.tfl~ in so

far as the proceedings relate to a proscribed

offence against a law of the State or Territory;

(d) certain disciplinary proceedinu against an

officer of th~ Police Force of the State or
Territory; or
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(e) a proceeding against a State or Territory of’••~icer

for misbehaviour or misconduct, other than a

prosecution for an offence.

(4) ‘serious trafficking offence’ — is defined as a narcotics

offence (i.e. certain Commonwealth offences as currently

defined in the Act) or’ an offence against a law of the

Commonwealth or of a State or Territory involvinq

narcotic drugs and punishable by imprisonment for’ life or

for a period, or maximum period, of riot less than 7 years.

4. Clause 3 also amends sub—section 5(3) of the Principal.

Act by insert:ing a number of new interpretation provisions.

The most, important are:

(a) a now paragraph (ac), which pr’ovides that a

reference to an officer, in relation to a State or

Territory (other than a reference to an officer of

a State or Territory Police Force) includes a

reference to a person holding, or acting in, an

office (including a judicial office) or

appointment, or employed under a law of the State

or rerritory; or a person who is, or is a member,

officer or employee of, an authority or body

established by or under a law of the State or

To r r ito r y;

(b) a new paragraph (ae), which provides that a

reference to a proceeding for the conf:iscationi or

forfeiture of property, or for’ the imposition of a

pecuniary penalty, in connection with the

commission of a prescribed offence, includes a

reference to *

(i) a proceeding for the condenrination or recovery

of a ship or aircraft, or of goods, seized

under section 203 of the Customs Act 1901 in
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coriniectic’n with the commnriission of a narcotics

offence; and

(ii) a proceeding for an or’der’ under’ sub—section

section 243(1) of the Cu sto nis c � 1901

Clause 4 — Nomination of Judcjos1 ~rr~ eflts~1tfl_St,A~os ~
Northern Territory~ Evidontiary certific~te~ and ProvLslons

rcJatin~ to dnnual reports

5. Clause 4. inserts a new section CA into the Pr’incipal Act

providing for the nomination by the Minister, by notice in the

Gt, of persons, or classes of persons, who are Judges of

the Federal Court of Australia or the Supreme Court of the

Australian Cap~it’.al Territory to perform the functions of a

Judge under the Act.

6. ihe purpose of’ the new section ÔA is to avoid any

possible argumnent thaL the power given to Judges of the Federal

Court and of the Supremmie Court of the Australian Capital

rerritory to issue interception warrants to members of the AFP

and to members of the NCA is invalid because it amounts to the

confer’ral of a non-judicial power on a court. The matter was

cc’rmsidered by the High Court in Hilton v. N (1985) 58 ALR
245, where a majority held that there is no necessary

cc,nist:itutional impediment preventing the Parliament from

conferring non-judicial power on a particular ‘individual who

happened to be a member’ of a court. The new section 6A makes

it clear that the power to issue warrants is conferred on

individual persons or classes of persons nominated by the

Minister who happen to be Judges of the relevant courts.

7. Clause 4 also inserts a new çti~j~,~_ftinto the Principal

Act providing that the Governor—General may make arrangements

with the Governor of a State or’ with the Admni,nisLrator of the

Northern Territory for the performance by specified persons, or

classes of persons, who are Judges of the Supr’eme Court of that

State or Territory, of the functions of a Judge under the Act.
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8. The new section 6B replaces section 19 of the Principal

Act, which contained similar provisions designed to enable
certain Judges of the State and Northern Territory Supreme
Courts to issue interception warrants under Part IV of: the

Principal Act to members of the AFP. The same classes of

Judges are to be empowered under new Part VI to issue warrants
to the NCA. It is thersfore necessary to replace the present
section 19 with a new provision governing the issuing of

warrants under both Part IV and the proposed Part VI. Again,
the new section 6B is worded so as to make it clear that the

non—judicial power exercis•d pursuant to an arrangement is
conferred on specified persons or classes of persons who happen

to be Judges of the relevant State or Northern Territory courts.

9. Clause 4 also inserts a new section 6C into the Principal
Act, replacing the equivalent provisions of section 25A of the

Principal Act and providing for the issue of conclusive

evidentiary certificates by the Managing Director of Telecom in
respect of acts or things done by. or in relation to, officers

of Telecom for the purpose of enabling a warrant issued under
section 20 (to the AFP), section 33 (to the NCA) or section 44
(to a State or Northern Territory authority) to be executed.

10. Section 25A of the Principal Act, applies only in
relation to the execution of warrants under section 20. The
extension of interception powers to the NCA and to certain

State and Territory authorities requires the extension of the
conclusive evidentiary provisions and their re—location in the

Act.

11. Clause 4 also inserts a new !scflofl..Ift into the Principal
Act. The new section contains standard proyisions relating to

the tabling in the Parliament of the annual reports by the
Minister required by proposed new sections 27A, 40 and 49 and
by existing section 30. Sub—section 6D(3) makes it clear that

an annual report under.any .of those sections is not to be made

in a manner that is likely to enable the identification of a
person. This provision is necessary not only to ensure proper
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privacy protection but also to avoid the possibility of

prejudicing an investigation.

Clauses S and 6 — Introduction

12. Section 7 of the Principal Act contains 3 different kinds

of provisions:

(a) sub—sections 7(1), (2) and (3) are essentially

concerned with prohibiting the interception of

telecommuniqations and the exceptions to that
prohibition;

(b) sub—sections 7(4) and (5) are concerned with
prohibiting the communication, use or recording of
intercepted information; the exceptions to that
prohibition; and the, regulation of lawful

communication of intercepted information; and

(c) sub—section 7(6) contains provisions providing

that intercepted information may be given in

evidence in certain proceedings.

13. The section requires amendment in view of the proposed

provisions extending interception powers to the PICA and certain
State and Territory authorities. ‘ It also requires amendment to

overcome the effects of the decision in Hilton v Wells that
sub—sections 7(4) and (6) referred only to information that was
lawfully obtained and did not prohibit the die élosure of

unlawfully obtained material to a court. The proceedings
specified in sub—section 7(6) could not therefore be regarded

as exhaustive and there was nothing to prevent information,

whether lawfully obtained or otherwise, from being given in
evidence in any procesdings.

14. The approach adopted in the Bill is to divide the
existing section 7 into 4 separate provisions: this approach’
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is substantially similar to that recommended by the Australian

Law Reform Commission in its Privacy Report.

Clause S — Telecommunications not to be intercepted

15. Clause S amends section 7 of the Principal Act by

omitting sub—sections (4) to’ (8)~ inclusive. As so amended,
section 7 will prohibit the interception of telecommunications
(sub—section 7(1)) subject to the exceptions set out in
sub—section 7(2). Those exceptions include an interception in

pursuance of a warrant issued under the Act to ASIO,, the AEP,
the NCA or a State or Territory authority.

16. Clause S limits the scgpe of the exception contained In

sub—paragraph 7(2)(a)(ii) of the Principal Act, which permitted
an interception by an officer of Telecom for the purpose of
identifying or tracing any person who has contravened, or is
suspected of having contravened or of being likely to

contravene, a provision of the Telecommunications Act 1975 or
of any regulation or by—law in force under that Act. In his
Report of the Review of Matters Affecting the Australian

Telecommunications Commission (1984), Mr F.H.R. Vincent, Q.C.,’
recommended that ‘Staff By—laws and other trivial offences in

the Telecommunications Act, General By—laws and Regulations and
which are currently the basis of some permitted interceptions’
be excluded from the operation of sub—paragraph 7(2)(a)(ii).

17. As amended by clause 5, the exemption provided by
sub—paragraph 7(2)(a)(ii) will extend only in relation to
contraventions, or suspected contraventions or likely

contraventions,. of section 86, 87,. 81, 94 or 94A of the
Telecommunications Act.

Clause 6 — Disclosure of information: Evidence: Contravention

of sub section 7(1) or 7AA(l) ,‘ ‘

18. Clause 6 .inserts. a new section 7AA into the’ Principal

Act. Proposed sub—section 7AA(1) prohibits, subject to the
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remaining provisions of the section and to section 7AB, the

communication, use or recording of -information obtained by

intercepting a comnmnunication, (whether lawfully or not) , or

obtained by virtue of a warrant issued under section 11, 1 1A or’

21. This prohibition does not apply to a communication, use or

recording by an officer of Telecom when, and only when, such

officer is acting in the performance of his or her duties as

such an officer.

19. Proposed sub-section 7AA(1) further prohibits, subject to

the remaining provisions of the section and to section ‘lAB, a

person from giving in evidence information obtained before or’

after the commencement of the section by a lawful or an

unlawful interception or by virtue of a war’r’ant issued under

section 11, hA or 21,

20. Pr’oposed sub-section 7AA(2) pr’ouides that a person may

communicate, use or make ~ record of prescribed information in,

or in connection with, the performance by ASIO of its functions

or otherwise for security purposes, or the performance by an

officer of Telecom of his or’ her duties as such an officer.

[he proposed provision corresponds to the exceptions contained

in par’agraphs 7(4)(a) and (c) of the Principal Act.

21. Proposed sub—section 7~A(3), (~) and (‘i) regulate the

comnmur~cation of •ir~tercepted infor’mmmation by the

Director-General of Security, or by an officer authorised by

the [)ir’ector—General . Proposed sub- section 7AA(3) permits the

communication, use and recording of information obtained

pursuant to a warrant issued under section hA in, or’ in

connection with the performance by ASIO of its functions

Pr’oposed sub section 7AA(4) is the equivalent of paragraph

7(5)(a) of the Principal Act; proposed sub--section 7AA(5)

provides that: a person to whom information obtained by virtue

of a warrant under section hA has been communicated in
accor’dance with sub-section (4) or with an approval given under

sub section (4) may communicate the information in accordance

with the written approval of the Attorney-General
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22. Proposed sub sectiohs 7AA(6) and (7) regulate the

commurmicatiôn, use and recording of lawfully intercepted

information by the AFP. Under proposed sub section 7AA(6), a
member of the AFP may communicate, use or record ‘prescribed

information’ for a purpose connected with

(a) the investigation by the AFP, or the prosecution,
of a prescribed offence against a law of the

Comnmnonwealth;

(b) a proceeding under a Commonwealth law for the

confiscation or forfeiture of property, or the

imposition of a pecuniary pe~ialty, in connection

with the commission of a prescribed offence;

(c) certain proceedings for the taking of evidence and

for the extradition of a person in so Far as those

proceedings relate to a prescribed offence against

a law of the Commonwealth;

(d) certain disciplinary proceedings against a member

of the Australian Federal Police; or

(e) a proceeding (other than a prosecution for an

offence) against an officer of the Commonwealth

for misbehaviour or improper conduct.

23, ‘Prescribed information’ is defined in proposed

sub—section 7A4(17) as inforrriation Obtained from a lawful

interception (otherwise than pursuant to a warrant under

section hA) or by virtue of a warrant issued under section 11

or 21. The information could thus have been originally

obtained from any lawful interception by a State authority, by

the NCA or by Telecom as well as an interception by the AFP

itself.
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24. The..propgse4;previs~,qqs will •nab~~.lawfuLly ,$ptercepted
information to be comuyiunicat.d, for. example,~ to potentiil

wijnesses, accus.d persons and to counsel for such persons.

LJit .‘%:L.. ~ ~ . ... .,_. ~

25. Proposed sub—section. 7AA(7) regulates the ‘comSniOtion

by the Commissioner (or by a member of the AFP authorised by
tipe .Qesimissioner) o~~nf.ormation obtain.d . b~:virtue of.1;
warrant under. section 20’.or 21 tO the Director—Osneril áf
Security, the Chairman of the NCA, the Coumuissioner.or an
officer of the Police Force of a State or Territory, or the

Chairperion of .tht Stats.,Commiss%dnb., Tha~ptovi*ioni pèi’mit
communication of information.that relates to ‘prescribed
offerpcas!, which .inci,ude. offqnce; punish;ble.by .jmprisonrnent
for 3 years 0!. longov~. . biarrarttsjare.rnoti’ hewever, ~uail&ble in
relation to offences other than ‘serious trafficking offences’.

The ..pr~oy.is jqnp..’qf .ropo,edisub:.$ntion.:7AA(7). mrs
designed to ensure that the authority that makes a lawful

interception will remain, as.far.a.s possible, in control of the
communication of intercspted information to other authorities.
Thus, where the AFP receives information from a State Police
Force that has besn obtained 4s a.result of.a lawful
interception by that State Pólics FoPcei.the APP may ussthat
information in accordance, with the provisions of proposed sub

section 7AA(6) but may not communicate it, for e*ample, to .the

NCA. Any such qnmmuci&ca*4on;.*uid be,,aematt*r for the State
Police Force that carried out the interception.

27. Pr~pppse4 sub. sept$qrr 7,AØ(~);.ie.fØqujvalent io:.ppragrapb .~

7(5)(d) .pf tha ,Pri~cipal ‘Act. . It permits the. commun’icatiom.of.
information communicated to a pplice officer in accordance. with
sub—sectipri $O(fl.o~th. ,Erimci~l Ac.te Yh*~PrQff.i.;ioR* of:
section. ;3o dial w&th’ emergency. requests Vor’officers~ of Xelecos
to iatercept telephone communications. for the purpo;e of
tracing cqllers.

— 4

28. Proposed sub—sections 7AA(9) and: (10) regulate the
communicption, use and recording of J.awfully interc•ptsd
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information by the NCA. Under proposed sub—section 7AA(9), a
member of the Authority, or a member of the staff of the
Authority, may communicate, use or record prescribed
information (jg~g~the definition of ‘prescribed information’ in
proposed sub—section 7AA(17)) for a purpose connected with —

(a) a prescribed investigation, in so far as it
relates to a prescribed offence; or

(b) a prosecution for a prescribed offence.

29. A ‘prescribed investigation’ is defined as having the
same meaning as it has in the National Crime Authority Act
1984. The definition covers any investigation by the Authority

under its Act, whether a special investigation pursuant to a
reference under its Act or otherwise.

30. Proposed sub—section 7AA(10) regulates the communication

by the Chairman of the Authority (or by a member, or member of
the staff, of the Authority authorised by the Chairman) of
information obtained by virtue of a warrant under proposed
section 33 to the Director—General of Security, the
Commissioner or a member of the AFP, the Commissioner or an
officer of a State or Territory Police Force, or the

Chairperson of the State Commission. Again, information may be
communicated in accordance with this provision, if it relates,

or appears to relate, to a ‘prescribed offence’ and th.
provision is designed to ensure that the Authority may only

communicate information obtained by virtue of a warrant issued

to it.

31. Proposed sub—sections 7AA(11) and (12) regulate the
communication, use and recording of lawfully intercepted
information by State and Territory Police Forces. Under
proposed sub—section 7AA(11), an officer of a State or
Territory Police Force may communicate, use or record
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prescribed information ~ the definition .of ‘prescribed

information’.in proposed sub—section 7AA(17)) for a purposC~
connected with ~. .• - . . .

(a) the investigation bythat Police Force.pf a%.
prescribed offence against a 11w of that State; or

(b) a relevant proceeding iq~relation to thit State or
Territory (as the definition of ‘relevant
proceeding’ in clause 3).

32: Proposed sub—section .7AA(12): r.gulates the communication
by the Commissioner pfa.State.or~TerritOr~ Police Force Corby
an officer of that Police Force •utho.rised by the Commissioner.).

of information obtained.by yiflu. of a wrrant 4ssued.under
section 44 on a~application made byan officer of tttat.Pqlice
Force. The provision sets out the circum!tahces in which such
information may be câmmunl.cated ~ the Director_General of
Security, the Chairman of the NCA, the Commissioner or a member
of the AFP, the Commisiion.r oran officer of.the Police Force
of another State or Terrii~ory or.theChaitperionof.the State.

Commission. Again, i~formation.may be communicated in
accordance with this provision. if it relates, or appears to
relate, to a ‘prescribed.offence’ and the provisiQn is designed
to ensure that a State or Territory !qlice Force may only

communicateinformatiqn..obtaifled by virtue of a warrahtissued~
on application by one of.its.off4cers. . . ..

~ Proposed sub—sections..7~A(13) and (14) r~guiateth.
communication, use and recording of lawfully intercepted.~

.information by the StIte Commission. Under propoled
sub~-sect~on TAA(13),amember, or membe! o1 the staff, of the
Commissign may communicate, use or. recqrd pre!crib!d . : .

informitiqp.(flj the .deqnition of ‘prescribedAnformatiofl.’ lin
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proposed sub-section 7AA(17)) for a purpose connected with

(a) a relevant investigation, in so far as it relates

to a prescribed offence against a law of New South

L~aies; or

(b) a prosecution for such an offence,

34. A ‘relevant investigation’ is defined in proposed

sub--section 7AA(17) as an investigation that the Commission is

conducting in the performance of its functions under its Act.

35. Proposed sub-section 7AA(14) regulates the communication

by the Chairperson of the Commission (or by a member, or member

of the staff, of the Commission authorised by the Chairperson)

of information obtained by virtue of a warrant issued under

proposed section 44 upon an application made by a member’ of the

Commission. The provision sets out the circumstances in which

such information may be communicated to the Director General of

Security, the Chairman of the NCA, the Commissioner or a member

of the AFP, or the Commissioner or an officer of the Police

Force of a State or •rerritory. Again, information may be

communicated in accordance with this provision if it relates,

or appears to relate, to a ‘prescribed offence’ and the

provision is designed to ensur’e that the Commriission may only

communicate infor’mation obtained by virtue of a warrant issued

on application by one of its members.

36. Proposed sub—section 7AA(15) provides that a person to

whom prescr’ibed information has been communicated for a pur’pose
under proposed sub—sections 7AA(6), (9), (11) or (13) may in

turn communicate, use or record that information for that

purpose. Thus, for examnple, wher’e a member of the AFP

communicates lawfully intercepted information to another’ person

under sub--section 7AA(6) for a purpose connected with a

proceeding against an officer of the Commonwealth for

misbehaviour, proposed sub--section 71~A(15) will per’mni� that
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person to coITI~nur~ic~t~.use and record that information for the

purpose of those proceedings.

37. Proposed sub--section 7AA(16) permits a person who is

entitled to communicate information in accordance with proposed

sub-sections 7AA(4), (7), (10), (12) or (14) to record, or

cause a recording to be made of, that information for the

purpose of making the communication.

38. Proposed sub-section 7AA(17) defines a number’ of

expressions for the purposes of the section, the most important

of which have been referred to abovc’ Proposed sub--section

7AA(18) -is also an interpretation provision. Under proposed

sub--section 7AA( 18) , r’eferences to lawfully intercepting a

communication are to he read as references to intercepting a

communication otherwise than in contravention of sub--section

7(1). ‘Obtained is defined in proposed sub section 7AA (1/)

so as to cover’ information obtained before or after the

commencement of the provision.

39. Clause 6 also inserts a new section 7A3 into the

Pr’incipal Act. The effect of the proposed provision is to make

lawfully intercepted information inadmissible in evidence in

any proceedings other than proceedings of the kind referred to

in proposed sub section 7AB(1) arid to make information

intercepted in contravention of the Act inadmissible in any

proceedings except for’ the purpose of establishing the

contravention. ~Jher’e, however, the contravention is caused

solely by an insubstantial defect or irregularity whether in

relation to a warrant or in relation to the execution of a

warrant, the Judge will have a discr’etion t.o admit the

information. The provision applies to information obtained

before or after the commEricorrierit of the proposed section.

40. Lawfully intercepted information will only be admissible

in evidence in a proceeding
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(a) by way of prosecution for a prescribed offence;

(b) for the confiscation or forfeiture of property, or
for the imposition of a pecuniary penalty, in

connection with the commission of a prescribed
offence;

(c) for the taking of evidence pursuant to the
Extradition (Commonwealth Countries) Act or the

Extradition (Foreign States) Act in relation to a
prescribed offence;

(d) for the extradition of a person from New Zealand
to Australia or from one State or Territory to
another in connection with the commission of a
prescribed offence;

Ce) that is a disciplinary proceeding (othir than a
prosecution for an offence) against a member of
the APP or an officer of a Stat! or Territory

Police Force; or

(f) against a Commonwealth, State or Territory officer

for misbehaviour or improper conduct (other than a
prosecution for an offence).

41. Proposed sub-section 7A8(2) provides that, for the

purposes of the application of the section, a contravention of
sub—section 7(1) need only. be established on the balanci of

probabilities.

42. Proposed sub—section 7AB(8) provides that the section
does not render anything admissible in evidence in proceedings
to a greater extent than it would have been admissible in those
proceidings ~.f the section and section 7AA had not been enacted.

43. Proposed sub—section 7AB(9) makes it clear that
‘obtained’ is to be read as including information obtained
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before or after the commencement of the section. It also
defines ‘proceeding’ as having the same meaning as it has in

proposed section 7AA. That section defines ‘proceeding’ as a
proceeding or prbpos.d proceeding in a federal cáurt, a State
court or a Territory court or before any tribunal, body,

authority or person in Australia empowered to take evidence on
oath.

44. Clause 6 also in!erts a new section 7AC into the
Prinèipal Act dealing with contraventions of sub—sections .7(1)
and 7AA(1). Proposed sub—section 7AC(2) prbvides that an
offence against .ither of those provisions is an indictable

offence punishab~e, on. conviction, by a fine not exceeding

$5,000 or imprisonment for 2 years. Proposed sub—sections (3)
and (4) contain standard provisions enabling offences to be

dealt with summarily and imposing lesser penalties on
conviction by a court of summary Jurisdiction:

Clause 7 — Documents or information may be given to Law

Enforcement Agencies. & c;

44. Clause 7 amends section 7C of the Principal Act, which
enables a person to giv. information or doèuments in his or her
poisission to the Aiterney—General, the Director of Public

Prosecutions, the Commissioner of Police or the NCA if he or
she suspects on reasonable grounds the information or documents
tp be evidence of the commission or proposed commission of an
offince against sub—section 7(1) The amendmónt extendi this
proviiionto cover offences or proposed offencesagainstthe

new sub—section 7AA(1). .

Clause 8— Obstruction . .

45. clausi.a alters the penalty at present imposed ~ nction

16 of thePrincipal Act (afine of $1,000) to thi standard
penalty for this offence of $1,000 or imprisonment for 6 months.
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46. C]ause 9 arrien~s section 20 of the Principal Act by

extending the present interception power of the AEP in relation

to narcotics offences to. couer ‘sen’~ous traff~cking offences’

that e~pressioni is defined so that the AEP will retain its

present powers in relation to certain Comrrionwealth nar’çotics

offences but will have, in addition, interception powers in
relation to other ComnmrlontAlealth offences involving narcotic

drugs and punishable by imprisonment for life qr a maximum

period of 7 years or longer.

47. The amsndmnents also include a new requiremnent that a

judges in deciding whether or not to issue a warrant, must be

satisfied that the information sought is not. readily available

from another source, having regard to any prejudice to the

conduct of the investigation that may result if the

inten’ception is not granted.

48. the amendments alsp include new provisions (proposed

sub--•sectjon~ 2Q(3A), (3B), (3C), (3D) and (3E)) enabling a

Judge to issl4e a warrant upon an application mnade by telephpne.,

by specially authorised mriemhers of the AFP, in cin’cummistanc~s of

urgency. . Provisions of this kind were recommimnended by the

AustraUan Law F~eform Commission ini,jts Report on Privacy.

49. Sub-section 20(5) of the Principal Act is amended by

paragraph (f) of clause 9 by reducing the mnaximumri period for’

which a warrant is to r~miin in force fromn 6 months to 90 days..

ajit9~J~he

50. Clause 10 amends section 21 of the Principal Act by

making telegram inspection powers available to the AFP in

relation to serious trafficking offences. The present

provision applies to certain narcotics offences only and the

amendment will avoid any inconsistency between the offences in
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relation to which telecommunicatiohs interceptions and

telegrams inspections are avaiiable~ A similar requirement in

relation to the issue of warrants to that included in section

20 (see para. 47 above) is included in section 21.

51 Clause 10 also amends sub—section 21(4) of the Principal

Act by reducing the maximum period for which a warrant is to

remain in force from 6 months to 90 days.

52. This clause effects an amendment of’section 22 of’ the

Principal Act of a formal drafting nature

~ nc ~

53. This clause replaces section 23 of the Principal Act with

a new section 23. The proposed new section, like the section
it replaces, imposes two separate obligations on the

Commissioner where the grounds on which a warrant was issued

have ceased to exist, Those obligations are to cause
interceptions pursuant to the warrant to be di~continu~d

forthwith and to revoke the warrant in writing. The new
section, however, will enable a Deputy CommiSsioner to carry
Out those duties, thus ensuring speedy action in cases where

the Commissioner is for any reason unavailable.

54-. Clause 12 also replaces section 24 of the Principal Act
with a new section regulating the destruction of records of

intercepted communications and telegrams. The proposed new

section requires the Commissioner of Police to cause the record
to be destroyed where it is in the possession or custody, or
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under the control, of the AFP and the Commissioner is satisfied’

that - .

(a) the record will not, and.js not likely to, assist in the’
inveàtigation of a prescribed Commonwealth offence o~in

connection with a proceeding of the. kind referred to in
proposed subrsection 7AA(6); and

(b) the record ‘is not required, or likely to be required, for•

lawful communication purposes.

55. Similar provisions are to be inserted in relation to the
NCA, and State and Northern Territory legislation to the same
effect will be required to cover the destruction of records by

their respective authorities. The duty to destroy irrelevant
records will thus, lie with the authority that has possession,
custody or control of the records.

Clause 13 — Manner in which warrants. & c:.to be dealt with

56. Section 25 of the Principal Act requires the Commissioner

to cause a copy’of a warrant or. instrument of revocation,
certified in writing by the Commissioner to be a true copy, to

be forwarded to the Managin~ Director of Telecom (paragraph
25(1)(b)). Clause 13 amends that provision for the purpos. of’
enabling a Deputy Commissioner to certify copies of warrants
and instruments of revocation. Clause.13 alto replaces the

existing sub—section 25(3).with a new provision to take account
of warrants obtained on telephone applications.

Clause 14 — Reeeal of section. 25A . .

57.. Clause 14 repeali section 254’ of.the Principal Act

(Evidentiary certificates) as a consequence Of the insertion of
proposed new section .6C by clause 4. Sub—clauses 14 (2) and

(3) save the effect of evidentiary certificates issued under
section 25A.
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Clause. 15 — 0bttruction~

Clause 15 .amends section 26 of the Principal Act by~
replacing the penalty (a fins-of $1,000) with .the standard

penalty for. thiso�fence of $1,000 or..imprisonment for ô.manti’is.

Clause 16 — Annual report r!latina .to warrants:.under. thts Part

59. Clause 16.tnsert* I new section 27A ints the. Principal
Act requiring the. Minister to ‘report annually tb the Parliament
on the number of warrants issued under sections 20 and 21 and
the use made of .information obtained ,by virtue of those
warrants; Sijilar- -annual repjsrt- provisions in relatioi’i to
warrants issued to the NCA and State and Territory au-thoritiei
are contained in propos.d new sections .40-and --49.

Clause 17 — Annual report to be made- to Minister concernin~

interceptions requested under this Part.

60. . Clause 17 amends section 31 of the Principal Act, which
provides for -annual reports Sn relation to. interceptions-

requested under .Part.I) of-the Act. the clause.omits
sub—sections 31(2), (4)~ and -(5) --as- a consequence of. the
insertiort by..clause4 of--proposed-section 6D, which contains

equivalent provisions; . .:: . ;~-:-~ •‘~ .

Clause: 18 ‘—Addition Of New- Parts VI and- VII

61. Clause 18 adds 2 neW Parts. to -the- Principal .flfl~• ‘New-

Part VI (sections 32 to 41, inclusive) deals -with warrants

authorising the NCA to intercept. telecommunications. New Part.
VII (sections 42 to 50, inâlusiüö) deals with warrants
author-ising State and Territory authorities--to intercept

•telecommuni’catiuns; •--. : •.~ .

:. ~ :..-. ~ .,

.~ . .,.:
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?~r±.~L:~Narrantsauthorisin~thoNcA to interc~pt:

telocommuni cations

62. Proposed section 32 contains definitions of ‘Chairman’

and member for the purposes of Part UI.

63. Proposed section 33 provides for the issue by a Judge of

a warrant upon application by a member of the NCA . Before

issuing a warrant, the Judge must be satisfied, on the basis of

jnforrriat.ion fur-rd.shed to the Judge

(a) that the Authority is conducting a prescribed

investigation under its Act in r’elatiori to a serious

trafficking offence;

(b) there are reasonable grounds for suspecting that the

relevant telecommunications service is being, or is

likely to be, used by a person who is committing or has

commit:ted, or who is suspected on reasonable gr’ounds of

committing or having committed, that offence;

(C) the interception of communications to or from the service

will, or’ is likely to, assist: t:he Author’ity in the

investigation; and

(d) the ~riformation sought is not: readily available from

another source, having rogar’d to any proj udice to an

inquiry likely to result from a refusal to grant an

interception warr’ant,

A warrant: must be in accordance with the prescr’ibed form and it

authorises approved persons to intercept, subject to any

conditions or restrictions specified by the Judge,

corrimnunications to or from the service (proposed sub-section

33(1)).
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64. Propossd sub—section 33(2) provides that an. application’.
for a warrant (other than a telephone application) is to be in
writing and must tet out the facts ‘and other grounds for th•

issue of the warrant. Under proposed sub—section ‘33(3),

information furnished to a Judge must bs given on oath ‘(except
in the case of telephone applications), may be given orally or
otherwise and must include the facts and other grounds relied
on by the applicant. ‘ . ‘

65. Proposed sub—sections 33(4), (5), (6) and (‘7) set out
procedures enabling a Judge to issue a warrant upon a telephone

application in circumstances of urgency. The provisions

require a Judge whc.issues a warrant up~na telephone
application to complete and sign the warrant’and send a copy to’.

the Authority. The,Authority is required, within 24. hours, to
complete a form of warrant in the terms indicated by the Judge
and furnish the font to the Judge together with affidavits by
each person who furnished information to the Judge in.relation
to the application.’ A’form of warrant completed ‘by the

Authority is to be’deemed to be a warrant for the purposes of
the Act.

66. Under proposed sub—section 33(8), a warrant may be issued
in respect of a telecommunications service situated anywhere in

Australia. It will not,’however, authorise entry on premises
or entitle an interception to be carriód out except through
Telecom (proposed sub—section 33(9). ‘ “ ‘

67. Proposed sub—section 33(10) provides tha.t the’ maximum
period for which a warrant is to remain in f!rce is 90 days.

Subsequent warrants are, to be available. in’ respect of the %ame
service’ (proposed sub—section 33(11)). . . .‘ . .‘

68. Proposed suSJ~.&fl provides for the ‘approval’ by. the .~:

Chairman, or an authorised’member, or,member.of the staff, of’

the Authority,to approve ‘eligible persons’ who may carry’out
interceptions pursuant to warrants. ‘Eligible persons’ are

defined’in sub—section 34(2) to cover members of the APP whose



services-are made -available-to- the -Authority- pursuant: to ~‘

s’ection.49 of ‘-the-National Crime-Authbrity Act; officers of,at

State Poliâe Force or the Northern Territory Police Force -:

seconded -to the -Authority pursuant- to arrangements under
section 58 of-that Acemembers of-Task Forces under-section 11
Of that Act-; and translators. - .- -~-

69. Proposed section 35 requires the Chairmanwheret-..
satisfied that the grounds on which .awarrant wasissued have

ceased to exist; to revoke- the warrant md forthwith take: the

necessary steps to ensure that’ interceptions pursuant to the
warrant are discontinued. .-- - -: -

68. - --Proposed flcSlQLii regulates the-destruction of records
or copies of- communications. intercepted.- pursuant to a warrant -

and copies of telegrams made pursuant to a warrant, that are in
the possession or custody, or under the control of the

Authority. The provisioncovers, all such-records-or copies, -

whether; they -originate from -an-interception pursuant. to a -

warrant issued-to the Authority or otherwise. The Chairman i-s
required- to cause such records or -copies- to be destroyed where-

the Chairman is satisfied: that-. ttiey’will -not, or- are- not likely

to,.assist the Authority in-a-prescribed investigatiorn relating
to a prescribed, offence or a-prosecution for a prescribed -

offence and are not needed, or likely to be needed, for the
purp?ses of. lawful coimnunication-. - -- - -

71. Proposed section 37 requires th. Authority to notify the

Managipg;-~j’.ectQ~ of Teletogt.fortpiwi’th when a warrant is issued
or revoked and, •s soon aspra-cticable~ to send to the Managing

Director a c:ertified copy of each warrant or instrument of
- revocation (tub—section 37(1)). -The Authority is required by

- proposed tub—section 37(2)-to- retAin in its records-nch
- warrant issued to the Authority;- sith form of warrant- completed

by the Authority on a telephone application and each instrument

-- OfI’evoca-tion.---Tho-pi’opbsedppo.jsions are similar-tb-those
that-apply in-re-latioi, to the’*tF- under- -action 2-5 of the

- Principal Act. -- - - - - -- -
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72. .Proposed section 38 makes: it an offence -to. Obstruct or -

hinder, without reasonable excuse, a pers6n acting pursuant to -

a warrant. - - - - - - -- - : -

73. Proposed.siction 39 requires the Chairman of the - - -

Authority to furnish the Minister) as soon as practicable, with
copies of each warrant and instrument of revocation - -

.(sub—section 39(1)).- Under proposed sub—section-39(2) the -

Chairman is required, within-3 months after the expiration or

revocation of a-warrant, to furnish the Minister with a-written
report -of the use mads of-information obtained by virtue of -

that warrant and of any coimnunication of that information to : -

persons other than members, or members of the staff, of-the

Authority or ‘eligible persons’ Within, the meaning of proposed-
section 34 The provisions are-similar- to: those that apply to
the-AFP under section 27 of the !rincipal Act. - -- - - -

74. Proposed section 40 requires the Minister to report
annually- to the-Parliament on the number of warrant-s issued

under Part VI during the preceding year and the use made of
information obtained by virtue of-those warrants. Similar -

reporting provisiOns will apply in relation to warrants issued

to the AFP (fl~ clause 16 — proposed section 27A) and to- State
and Territory authorities (n&. proposed section 49).- - -

75. - Proposed section 41 ‘contains a regulation making power -

for the purpose of prescribing forms of warrants under Part VI.

Part VII — - Warrants luthorisina cer’t~in State and Northern- - -

- - - —-- Territory authorities to interceot - - - - - - - -

telecommunictions - - - - - -

76-.--- - Proposed a~sSancontain! definitions for the purposes
of Part VII.-. The aóst.important are:.. - - - -

- .-~declared authority’ — which- -is defined1 in relation to a

State, as an eligible authority of .that.State in relation
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to which a declaration under sub-section 43(1) is in

force;

- ‘eli9jble authority’— which is defined, in relation to a
State, as the Police Force of that State and, in

addition, in the case of New South Wales, the State Drug
Crime Commission;

‘e’igible Judge’ — which is defined, in relation to a
State or the Northern Territory, as a Judge of the

Supreme Co~irtof that State or Territory (other than a
Foc~eralCourt Judge or a Judge of the Supreme Court of
the Australian Capital Territory) and who is desi9nated,

or Included in a designated class of persons, under a law

of that. State or Territory, to perform the functions of

an eligible Judge;

- ‘eligible officer’ which is defined, in relation to an

eligib1~ authority of a State, as an officer of the
Police Force of that State or a member’ of the staff of

the State Drug Crime Commssion or an officer of the New

South Wales Police Force whose services are made

available to that Commission;

‘relevant investigation’ which is defined as an

investigation by the State Drug Crime Commission in the
performance of its functions under its Act.

77 Under proposed section~, the Attorney—General may, at

the request of the Premier of a State or the Chief Minister of
the Northern Territory, declare, by notice in the Gazette, an
eligible authority of that State or Territory to be a declared

authority (sub--section 43(1)). Proposed sub—section 4~(2)
requires the Attorney—General to be satisfied, before making a

declaration, that the law of the State or Territory concerned
makes satisfactory provision;
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for the designation of Supreme Court ~udges to perform

the functions of an eligible Judge;

for the approval of persons who may carry out

interceptions pursuant to warrants;

for the approval of classes of equipment to be ned to

make interceptions pursuant to warrants;

for the retention of warrants and instru*ents of

revocation by the declared authority of the State or
Territory;

requiring the declard authority to keep and retain

proper records relating to. tnterceptions, the use made of

intercepted information and the communication and

destruction of intercepted information;

requiring the declared authority to keep records of
intercepted communications in a lecure place:

for the regular inspection of records by an independent

authority and for the reporting by that authority to the
relevant State or Territory Minister of the results of

each inspection and the extent of compliance with the

requirements of the State law and with the prooisions of
the Telecommunications (Interception)’Att;

for the relevant State or Territory Minister to furniih

to the Attorney—General copies of all raports.b) the
independent authority.

.‘ for the chief officer of the declared authority to
fuPnish to the State or Territory’ Minister copies of’ all
w&rrants and instruments of revocation and, within: $ ‘

months after the expiration or revocation of ; warrant, •~.

to report to the State or Territory’Minister on the use
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made of intercepted information and -the communication of
- that information; - - -- - - - - - - - --

,for the State or Territory Minister ,to furnish to the
- Attorney—General copies of all warrants and inistruments
of r•vocation and a report in writing describing in
general, terms the u*e ,and communication of information
obtained by virtue of those warrants; -

for the destruction of irrelevant records and copies of
intercepted communications and telegrams. -

78. Before making a declaration, the Attorney—General must
also be satisfied that the Stat! or Northern Territory has -

entered into an agreement to pay all ,expenses connected with

the issuing of warrants and the interception of communications
in that State or Territory and to reimburse Telecom for all

expenses incus-red by Telecom in connection with those
warrants. - (Proposed sub—section 43(3))~.

79 Proposed sub—section 43(4) empowers the Attorney—General
to revoke a declaration where the relevant State or Territory,

law is not maintained; where compliance with the law is,

unsatisfactory; where the agreement. in relation to the payment
of expenses ceases to operate or is unsatisfactorily observed;
or where there is not satisfactory compliance with the
provisions of the Act. A declaration may also be revoked on

the request of the relevant Premier or Chief Miniçter. -

80. Proposed section .44 relates to the issue of warrants by

State Supreme Court Judges on application by a declared
- authority. The provisions are equivalent to those -that apply

under Part IV of the Principal Act in relation to the APP (jj~

section 20, as amended by the Bill) and are similar to those
that the Bill proposes to be applied to ,the NCA-. -,

81. In the case of a State Police Force that has-been
declared as a declared authority, warrants will be available in
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relation s ‘the .invistigation by that Police’ Force 6? ‘lerioul
trifficking offences against- -a law of that Stati’. - Wherri ‘the
State Drug Crime Commission has been declared a declared --

authority, warrants will, be iuSi’libls to -it in- rilition to’
sejioUi’traffickfng’offentes igainst’a l’awàf New South Wales
that are the’ sub~ict Of an investigation by the tommiisibn
pursuant to its”Act (proposed sub—section 44(Ifl., -

82. ii warrant-will only authorise intercáptions in relation

to :a tel.commuriicitions seruice situated’ :~thjn ths State
concerned and-only by”ieans’ of equipment ~pproued under ihe

State law required by proposed section 43 (proposed sub—section

44 (1)). ‘In addition, a warrant will ‘not authorise eiitn- on
premises or any intércéption other than ‘through’Teletom - - -

(piopoled -sub—section 4(9)): - -- - - - -

83. Under proposed-sub—section *4(10) awarrañt uall Slain’

in forte for a maximuni’piriod of 90 dEys. Propdsed sub—intion
44 (11) will enable further,Warr&nts in respect’of the’sáuió
service to be obtained. - - -

-84. The formal Pequirements in reilation to’ aiplicátions’ for

warrants, -including telephóhe appjications-in circumitanc&s of”

urqflty, irq sirn~lir to’ those that ‘apply ~o’:the APP and the -- -

NCA;, - the relevant proüisiond are contained in proposed - -.

sub—section 44(2), (3),(4), (5-),”(6),(7) and (8). - ‘ - - --

85’. Proposed n.ctS~n,4 áontiins- provisiohs for the:’. - - -:

revocation of warrants and the discontinuance of- interceptions
similar to those that apply to the APP (ClaUse :12 .~ proposed - -

section 23) and the NCA (Clause 18 — proposed sectiOn 35)

86.: Propoiedfl.f.tjfl..jf.cofltains pro’visioàs relating to the -

notifytng of the Managingbirec�oP of Telec6m of the tssüe and
revocation of warr~n~�s.under ‘Part VII and roquiring the - - - - -

Managing Director to be provided with certified copies of
warrants and Lnstrumnti of revocation. -- the provisions are - -
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similar to those that apply to the APP (section 25 of the

Principal Act) and the NCA (clause 18 — proposed section 37).

87. Proposed section 47 contains provisions prohibiting the
obstruction or hindering, without lawful excuse, of a person

acting pursuant to a warrant. Similar provisions are contained
in section 26 of the Principal Act in relation to Part IV

warrants and in clause 18 (proposed section 38) in relation to
Part VI warrants. ‘ - -

88. Proposed pjgj~~~jj requires the Managing Director of

Telecom, not later than 3 months after receiving a copy of a
warrant, to report to the Minister on the acts and things done
by or in relation to officers of Telecom to enable the warrant
to be executed. -

89. Proposed section 49 contains annual report provisions

similar to those that apply under Part IV (Clause 16 — proposed
section 27A) and Part VI (Clause 18 — proposed section 40).

90. Proposed section 50 contains a regulation making power
for the purpose of prescribing forms of warrants under Part VII.

Clauses 19 and 20 — Further amendments

91. These clauses make formal consequential amendments to the
Principal Act and the Telecommunications (Interception) Act

1214. respectively.


