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INTRODUCTION
Data production is inherent in 
the internet. Myriad devices 
constantly produce huge vol-
umes of data as part of every-
day living in the information 
age and this data moves and 
is stored in servers and ‘clouds’ 
regardless of territorial borders. 
Logging onto a device and con-
necting to the internet produces 
data as both input and output, 
it can include everything from 
transaction and communication 
records to timestamps and loca-
tion and it may be intentional or 
coincidental.1 In the digital envi-
ronment data moves rapidly and 
unpredictably, it can move in 
segments and be stored in mul-
tiple locales, it can be conglom-
erated with unrelated data, and 
data locality can be completely 
separate from involved parties.2 
Data often travels beyond either 
the control or knowledge of 
concerned parties, who have lit-
tle or no influence over it, and it 
can be remotely accessed from 
sites hugely distant of its physi-
cal location.3 The production of 

data has become an unavoidable aspect of 
integration into the modern world; this data 
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is generated in massive volumes and can be moved, 
stored and accessed anywhere on the planet.

The rapid transfer and storage of data is essential 
to global communication and economies but it also 
presents threats to the security of that data as well as 
privacy; benefits and risks which increase as network-
ing technology develops. Governments and inter-
national bodies have all recognised the critical role 
which rapid and efficient international data flow plays 
in economies, international development and global 
stability as well as the potential security and privacy 
threat it represents.4 In Australia, Europe and across 
North America individuals, organisations and govern-
ments are all critical users of the global internet and 
must address its benefits and risks. 

THE SNOWDEN EFFECT AND SCHREMS
In 2013 Edward Snowden, a US intelligence contrac-
tor, leaked documents revealing massive government 
surveillance programs with international reach; disclo-
sures which caused worldwide anger and condemna-
tion. The Snowden revelations related to widespread 
mass surveillance by the US and its allies, in particular 
its ‘Five Eyes’ treaty partners5, provoked public debate 
and outraged privacy advocates.6 Recent studies have 
indicated the Snowden leaks have reduced trust in 
data integrity and privacy online and resulted in re-
ductions in both economic activity and internet free 
speech.7 The Snowden leaks have thus become a wa-
tershed in changing social perception of government 
surveillance and formed a rallying point in demands 
for greater transparency and privacy protections on-
line.8 Individuals across the world now have height-
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ened awareness of the reach which bulk data surveil-
lance operations have and are demanding action from 
the governments and corporations.

One major impact of this increased disquiet over trans-
border data surveillance and privacy protection has 
been in the Schrems Case9 decision in 2015 which saw 
the European Court of Justice (ECJ) overturn the US/
EU Euro Safe Harbor10 provisions. Mr Schrems, an Aus-
trian, challenged Facebook’s European division argu-
ing that data transferred to Facebook’s main US serv-
ers did not receive the privacy protections required 
in the European Human Rights Charter (ECHR).11 The 
ECJ decision centred on the Euro Safe Harbor ruling 
which determined the US met the threshold which al-
lowed data transfers outside European borders to na-
tions which adequately protected EU citizens’ rights.12 
The ECJ acknowledged that privacy is not an absolute 
right and must give way to the proportional needs 
of national security and also stated that exponential 
technology growth has increased the vulnerability and 
concerns surrounding transborder data protection.13 
The ECJ then delivered a landmark ruling holding that, 
given the different protection afforded US and non-US 
residents, the US national security data surveillance 
policies were not proportionate to needs and failed to 
provide EU citizens with basic remedies and protec-
tions.14 The ECJ decision highlights the critical, contro-
versial and complicated nature of privacy rights, trans-
border data flow, surveillance powers and jurisdiction 
in the information age. 

While the US has been forced to address its 
broad domestic surveillance powers many of 
the provisions related to collection of foreign 
data remain intact. Domestically the most no-
table reform was the curtailing of the contro-
versial surveillance powers enshrined in the 
post 9/11 USA Patriot Act15 with the passing 
of the USA Freedom Act16 in 2015. Despite 
these reforms the Patriot Act’s foreign surveil-
lance reach remained largely intact.17 Several 
other provisions permitting aggressive for-
eign data surveillance programs also remain 
in place, most notably FISA Section 70218 and 
EO1233319, both legislative tools which have 
been foundational in US extraterritorial bulk 
data collection operations.20 

The international backlash demonstrated by 
the ECJ Schrems Case decision has begun to 
be felt in US policy with proposed laws to limit 
foreign surveillance, support transparency or 
provide redress options. One particular ex-
ample, the recently passed Judicial Redress 
Act21, provides non-US citizens with limited 
redress for privacy breaches in US law, an act 
which directly addresses one objection in the 
ECJ decision; that EU citizens do not have re-
dress rights under US law.22 Within the US ad-
ministration other figures have recognised the 
international ramifications of the current US 
foreign data policies and have proposed fur-
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ther reforms.23 Nevertheless while the US gov-
ernment has curtailed some of the laws per-
mitting bulk data surveillance these reforms 
largely focus on the domestic provisions, with 
slower progress on reform of powers con-
cerning foreign data surveillance. 

The importance of transna-
tional data flows has been 
recognised by EU and US 
power brokers as critical and 
an EU/US compromise agree-
ment, known as the EU-US Pri-
vacy Shield has been negoti-
ated, but despite these efforts 
EU authorities remain scepti-
cal. One influential EU privacy 
advocate stated that “No one 
wants data transfers to stop…” 
but that “…information on Eu-
ropean citizens…” cannot “…
be completely without pro-
tection when they [it] leave[s] 
Europe”.24 The current draft of 
the EU-US Privacy Shield has 
been reviewed by European 
privacy and legal experts and 
its status is uncertain with the 
nominated Article 29 review 
party highlighting important 
concerns.25 These apprehen-
sions have been mirrored by 
the European Data Protection 

Supervisor who stated that the EU-US Privacy 
Shield is not robust enough to endure the in-
evitable legal challenges, in particular given 
impending EU data protection reform.26 It re-
mains an open question whether and when 
any long-term agreement on data traffic be-
tween the EU and US will be found satisfactory 
but the newly finalised European General Data 

Protection Regulation27 (GDPR) will certainly impact the 
process.

THE EUROPEAN GENERAL DATA 
PROTECTION REGULATION
The European Union has reviewed its regional data 
protection and privacy regulations and passed an up-
dated regulation which will commence legal force in 
2018. The GDPR has been passed and will enter into 
force across EU states from May 2018; it is envisaged 
to both increase EU citizen data protection and to en-
courage an integrated digital economy.28 The GDPR 
includes provisions which shield EU citizens’ data glob-
ally and assert responsibilities to companies beyond 
Europe’s borders in the management and 3rd party 
sharing of EU data resources.29 The nature of these 
rules and the size of the EU population and economy 
mean that any US based or other international com-
pany wanting to access the European market will have 
to comply with the rules dictated in the GDPR.30 The 
nature of the global network structure which has been 
established between Australia, Europe, North Amer-
ica and many other world economies is such that the 
GDPR will need to be considered in legal and political 
policy in all these jurisdictions. 

The structure of the GDPR explicitly allows for data trans-
fer agreements within the protective framework of the 
ECHR and further it preserves those agreements in place 
prior to its entry into force. The GDPR includes provisions 
for establishing international cooperation and safe-
guards, it preserves such agreements which existed and 
complied with EU law prior to its passing and it provides 
for extensive review and oversight.31 The Article 29 re-
view committee into the EU-US Privacy Shield released a 
statement that the status of any revised agreement must 
be further reviewed in 2018 following the GDPR entry 
into full legal force.32 It is clear that any EU-US data shar-
ing agreement will be required to meet the standards of 
the GDPR as it enters into effect and it will also impact 
other nations’ interactions with data policies.
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Understanding 
the political 
and social 
consequences 
of the 
Snowden 
leaks and the 
subsequent 
US-EU legal 
arguments 
and legislative 
changes, such 
as the GDPR, 
is essential in 
this complex 
area
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AUSTRALIA, EUROPE AND THE GDPR
Australia is an important member of the ‘Five Eyes’ 
intelligence sharing alliance and was thus involved 
in the surveillance operations that were exposed by 
Snowden. Further, involvement in the global digital 
economy is critical to Australian interests. Australia is 
the largest ‘Five Eyes’ member in the southern hemi-
sphere, and has been identified in media reports con-
cerning both data collection and sharing with partner 
states, in particular the United States.33 The draft Trans-
Pacific Partnership (TPP) trade agreement involves a 
dozen countries including Australia and the US and is 
under review following negotiations; the agreement 
includes extensive data sharing provisions.34 In TPP 
negotiations, Australia additionally included a Mem-
orandum of Understanding with the US that any law 
extending privacy protections to foreign and non-US 
residents in certain countries will also provide cover-
age to Australian citizens.35 While the TPP itself, like 
the EU-US Privacy Shield, remains an agreement un-
der review, its content, and that of supporting docu-
ments, is indicative of the importance and complexity 
of transborder data protection.

Geographic isolation and localised laws and rights 
protections are increasingly irrelevant in a world where 
communication, business, entertainment, crime and 
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every other facet of day-to-day life can occur 
online as part of the global network. The un-
derstanding and control of how data moves 
across borders and its value and vulnerability 
as a resource in business, security and privacy 
spheres is critical to successfully navigating 
benefits and risks going forward. Understand-
ing the political and social consequences of 
the Snowden leaks and the subsequent US-EU 
legal arguments and legislative changes, such 
as the GDPR, is essential in this complex area.
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