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Copyright infringement in the digital age is a 
growing concern for copyright owners, Inter-
net Service Providers (ISPs) and legislators 
alike. Copyright owners are facing increased 
availability and transmission of copyright 
material, particularly music and video files, 
between Internet users over peer-to-peer 
protocols. ISPs are developing policies and 
practices to help reduce such conduct over 
their networks and to distance themselves 
from all forms of illegal activity in which their 
customers engage. Legislators and industry 
bodies worldwide are assessing how to bal-
ance the interests of copyright owners with 
those of ISPs and users of modern technol-
ogy. The current proceedings in the Federal 
Court of Australia brought by an alliance 
of film and televisions studios against iiNet 
is likely to be a test case for ISP liability for 
copyright infringement in Australia.

The studios v iiNet: ISP liability for 
copyright infringement?
Background
On 20 November 2008, an alliance of film 
and television studios commenced proceed-
ings in the Federal Court of Australia for 
copyright infringement against one of Aus-
tralia’s largest ISPs, iiNet1 (Roadshow Films 
Pty Ltd & Ors v iiNet Ltd). 

The studios claim that:

• iiNet authorised its users’ infringement 
of the copyright in their cinematograph 
films under section 101 of the Copyright 
Act 1968 (Cth) (Copyright Act);2 and

• iiNet directly infringed the copyright in 
their cinematograph films by making 
and dealing with infringing copies of 
the films.3

The case concerns iiNet users4 downloading 
and sharing television show episodes and 
films using the peer-to-peer protocol BitTor-
rent, and follows the music industry’s suc-
cessful action against Kazaa for illegal music 
file sharing.5

The studios are seeking various forms of 
relief:

• declarations that iiNet infringed the 
copyright in their films;
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• permanent injunctions to restrain iiNet 
from future acts of copyright infringe-
ment; 

• orders requiring iiNet to disable its cus-
tomers’ access to sites containing the 
copyright infringing material;

• orders requiring iiNet to terminate the 
accounts of certain customers who 
have engaged in infringing conduct; 

• damages;6 and

• relief for iiNet’s alleged conversion and/
or detention of “infringing copies” of 
their films.7

The authorisation claim
The studios’ claim

Each applicant has particularised films and/
or television episodes in its catalogue in 
which copyright subsists and for which it 
owns copyright (by way of exclusive licence)8 
– facts that iiNet does not dispute.9 

The essence of the authorisation claim is 
that iiNet authorised its users’ conduct of 
downloading and sharing the applicants’ 
copyright material without their permission 
or licence. The key issue is whether iiNet 
authorised its users’ conduct pursuant to 
section 101(1) of the Copyright Act, not 
what that conduct entails.

However, at the time of writing, the parties 
are engaged in a preliminary dispute as to 
the exact underlying conduct of the iiNet 
users.10 Pursuant to section 86 of the Copy-
right Act, copyright in each of the studios’ 
films comprises the exclusive rights to make 
a copy of the film, cause the film to be seen 
and heard in public, and communicate the 
film to the public. The studios claim that iiNet 
users made copies of the films with each 
download, made the films available online to 
fellow users of BitTorrent, and electronically 
transmitted the films to fellow users.11 The 

studios claim that the iiNet users therefore 
reproduced, copied and communicated cop-
ies of, or substantial parts of, the applicants’ 
films and that iiNet authorised that conduct. 
On the other hand, iiNet claims that Bit-
Torrent is a legitimate software tool that is 
primarily used for non-infringing conduct, 
including open-sourced file sharing.12 The 
proceedings may therefore raise interesting 
questions as to how Internet usage aligns 
with the rights comprised in copyright, such 
as what “communicate to the public” means 
in the context of increasing traffic over peer-
to-peer networks.

Authorisation liability

“Authorise” in the context of copyright 
infringement means to “sanction, approve 
[or] countenance”.13 The question of autho-
risation is based on legislative and other fac-
tors developed in recent case law:

• the extent of the respondent’s power 
to prevent the primary infringing con-
duct;14

• the nature of any relationship between 
the respondent and the primary 
infringer;15

• whether the respondent took any rea-
sonable steps to prevent the infring-
ing conduct, including whether the 
respondent complied with any relevant 
industry codes of practice;16

• the respondent’s knowledge, or lack 
of knowledge, of the infringing con-
duct;17

• the respondent’s inactivity or indif-
ference, whether exhibited by acts of 
omission or commission, toward the 
infringing conduct;18 and

• where applicable, the respondent’s 
level of control over the operation of 
its facilities or services that are used to 
commit the infringing conduct.19

The studios argue that iiNet’s conduct sat-
isfies each of these criteria.20 The studios 
engaged an investigator from the Australian 
Federal Against Copyright Theft (AFACT) 
to set up an iiNet account and connect to 
other iiNet users to download and share 
copies of the films using BitTorrent.21 Then, 
over the course of months, the studios sent 
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iiNet spreadsheets detailing each instance of 
alleged infringement, the copyright material 
affected and the customers involved.22 The 
studios argue that iiNet therefore knew of, 
or reasonably suspected, its users’ infringing 
conduct but did not act on the infringement 
notices, and therefore not only failed to 
take any action to prevent ongoing infringe-
ments but positively encouraged continuing 
infringements.23 The studios also argue that 
iiNet failed to enforce its own terms and 
conditions of use that prohibit illegal file 
sharing.24 

On the other hand, iiNet argues that its 
actions do not constitute authorisation liabil-
ity because: 

• it did not have any power to prevent its 
users’ alleged infringing conduct;25

• its relationship with its subscribers is 
contractual;26

• its relationship with iiNet users who 
are not subscribers is neither direct nor 
commercial;27 and

• it took reasonable steps to prevent or 
avoid the alleged infringing conduct, 
including by implementing internal 
training, policies and procedures for 
dealing with infringement notices, 
the terms of its Customer Relationship 
Agreement, and operating a “Freezone 
Service” for its subscribers to legiti-
mately download or stream copyright 
material.28

Possible defence – providing facilities only

iiNet argues that it is merely a conduit that 
provides the “pipes only”29 for users’ online 
conduct. In defence of the authorisation 
claim, iiNet seeks to rely on section 112E of 
the Copyright Act, arguing that it is a car-
riage service provider that is merely provid-
ing facilities which its customers have alleg-
edly used to infringe copyright.30 However, 
the Federal Court in the Kazaa proceedings 
made it clear that section 112E does not 
confer a general immunity to authorisation 
liability.31 The owners and operators of the 
Kazaa file sharing system were found to be 
more than messengers – they knew that 
Kazaa was predominantly used for sharing 
copyright-infringing material, they were 
capable of curtailing infringing conduct by 
using filters, and they had a financial interest 
in maintaining the system. iiNet argues that 
it derives no commercial advantage from 
its customers using its services to deal with 
copyright material over and above payment 
of their subscription fees.32 In fact, iiNet 
argues that increased sharing of large music 
and video files reduces bandwidth and prob-
ably the speed of service iiNet can offer its 

customers. Similarly, the respondent in Coo-
per v Universal Music33 could not rely on sec-
tion 112E in a more overt case of authorisa-
tion liability, where the Court found that the 
respondent actively invited use of his site in 
a way that would infringe copyright in music 
files (by downloading mp3s for free).

Possible assistance – safe harbour provisions
iiNet also seeks to rely on the “safe harbour” 
provisions in Division 2AA of the Copyright 
Act,34 which limit the remedies available 
against carriage service providers for copy-
right infringement regarding online activi-
ties. iiNet argues that its alleged authorising 
conduct falls within the Category A activity 
for which safe harbour is granted35 to a car-
riage service provider that provides facilities 
or services for transmitting, routing or pro-
viding connections for copyright material 
where the carriage service provider com-
plies with the prescribed conditions set out 
in section 116AH(1) of the Copyright Act. 
iiNet claims that it satisfies the prescribed 
conditions because: it did not initiate the 
transmission of copyright material over its 
network; it did not substantively modify the 
copyright material; it implements a policy for 
terminating the accounts of repeat infring-
ers; and there is no relevant industry code of 
practice.36 iiNet may also point to the quali-

fier in section 116AH(2) - these conditions 
do not require an ISP to actively “monitor its 
service or to seek facts to indicate infring-
ing activity”. The iiNet proceeding is likely to 
be a test case for the application of the safe 
harbour provisions, which have not been 
judicially tested since their implementation 
as part of the Australia-United States Free 
Trade Agreement in 2004.37 

The direct infringement claim
The studios have recently amended their 
Statement of Claim to allege that iiNet pro-
vides services for transmitting and therefore 
storing or caching copyright material; and 
by reason of the operation of those services, 
iiNet has distributed, transferred and made 
copies of the films without the studios’ per-
mission or licence.38 The studios claim that 
this constitutes direct infringement by iiNet 

of their copyright.39 In addition, the studios 
claim that these copies of the films constitute 
“infringing copies”40 for which iiNet is liable 
in conversion or detention pursuant to sec-
tion 116 of the Copyright Act.41 If this novel 
claim is made out, iiNet would not be able to 
rely on either section 112E or the safe har-
bour provisions, as each of those protections 
apply to authorisation liability only. It may be 
possible for iiNet to claim that it is an “inno-
cent infringer” pursuant to section 115(3) of 
the Copyright Act. However, it would need 
to establish that it was not aware, and had 
no reasonable grounds for suspecting, that 
its conduct constituted copyright infringe-
ment. iiNet may contest that the applicants’ 
infringement notices referred to the conduct 
of its users only,42 and did not put iiNet on 
notice that it was potentially liable for direct 
infringement.43 

Implications
The overarching context of the question of 
ISP liability is the balancing of the interests of 
copyright owners, ISPs and users of technol-
ogy. On a practical level, which party should 
bear the burden of policing online copyright 
infringement?

On the one hand, copyright owners are frus-
trated by the frequency of online infringe-
ment of their works and for some, their 
resulting loss of royalties. Industry bodies and 
representative groups of copyright owners, 
such as the applicants in the iiNet proceed-
ings, are increasingly turning this frustration 
toward ISPs and their alleged indifference 
toward their customers’ infringing conduct. 
The studios argue that iiNet could have 
taken a variety of actions to prevent or cease 
its users’ alleged infringing conduct: send 
a warning notice, limit their bandwidth so 
they are unable to easily download large film 
and music files or terminate the accounts of 
repeat infringers. Copyright owners argue 
that these steps would merely be a cost of 
doing business – but a cost that would ulti-
mately be passed on to consumers.

On the other hand, ISPs argue that the prac-
ticalities and costs involved in “policing” 
copyright infringement on their networks 
are unworkable. First, ISPs argue that they 
should not be responsible for determining 
whether particular conduct constitutes copy-
right infringement and in effect enforcing 
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the copyright owners’ rights on their behalf. 
Second, ISPs argue that illegal downloading 
and sharing of copyright material is only one 
way in which consumers use the Internet 
– suspending or terminating a customer’s 
account for copyright infringement would 
also remove their ability to utilise legitimate 
Internet facilities. iiNet argues that only a por-
tion of the Internet traffic exchanged via its 
facilities was via BitTorrent and only a portion 
of that was the alleged infringing conduct.44 
iiNet also argues that BitTorrent is a legitimate 
program that has “many non-infringing uses 
and facilities” and “is elegantly designed for 
the delivery of large files like TV program and 
films”, many of which contain legitimate con-
tent.45 ISPs argue that to reduce bandwidth, 
or suspend or terminate customers’ accounts, 
are disproportionate and costly responses to 
alleged infringing conduct in the majority of 
cases. This raises a broader question as to 
why other forms of online illegal activity are 
not subject to the same degree of scrutiny as 
copyright infringement.46 Third, ISPs distin-
guish their position from that of the respon-
dents in the Kazaa and Cooper proceed-
ings, who the courts found were intimately 
involved in, and directly benefited from, 
users’ infringing conduct. General ISPs argue 
that they provide a range of Internet services 
and do not receive any financial benefit from 
infringing customers over and above their 
usual subscription fees. In fact, some ISPs are 
also content providers that generate licence 
fees for customers’ purchase of legitimate 
content – a revenue stream that is undercut 
by illegal file sharing. 

The underlying question is where the risks 
and costs should lie. On the one hand, the 
copyright industry argues that ISPs are in the 
best position to control and monitor online 
infringement. On the other hand, taking 
into account the time, labour, technology 
and administration involved, ISPs argue that 
the costs involved are significant and should 
not be passed on to their customers as the 
price of enforcing third parties’ rights.

Overseas development
Not surprisingly, it is a topic that is also occu-
pying the minds of similar industries and 
players overseas.

New Zealand
Across the Tasman, the New Zealand govern-
ment has taken a legislative approach to the 
problem of online copyright infringement. 
The Copyright Amendment (New Technolo-
gies Act) 2008 (NZ) (the NZ Amending Act) 
amends the Copyright Act 1994 (NZ) (the NZ 
Copyright Act) and aims to update copy-
right law to align with advances in digital 
technology.47 The new section 92B of the NZ 
Copyright Act introduces a similar defence 
to those in sections 39B and 112E of the 
Australian Copyright Act – that an ISP is not 
liable for copyright infringement (either direct 
or authorisation liability) “merely because” 
a person uses the ISP’s Internet service to 
infringe copyright in a work. 

Of greater significance is the new section 92A 
of the NZ Copyright Act, which requires ISPs 
to “adopt and reasonably implement a policy 
that provides for termination, in appropriate 
circumstances, of the account… of a repeat 
infringer”. A “repeat infringer” is a person 
“who repeatedly infringes the copyright in 
a work by using 1 or more of the Internet 
services of the Internet service provider to do 

a restricted act without the consent of the 
copyright owner”. The language of section 
92A is very similar to that of section 116AH(1) 
of the Australian Copyright Act. Whilst the 
provisions operate in different ways,48 the 
ultimate result may be the same in both juris-
dictions – ISPs must actively combat copyright 
infringement in a way that directly affects 
their bottom line. Further, questions remain 
regarding the standard of proof and practi-
cal operation of section 92A. Various industry 
groups (including APRA) are currently devel-
oping a code of practice for ISPs to deal with 
alleged “repeat infringers”.49 Section 92A is 
due to come into effect on 27 March 2009; 
however, its implementation may be sus-
pended if an industry code of practice is not 
agreed by that time.50

Ireland
In Ireland, four major recording companies 
have settled proceedings commenced in 
the High Court against the Irish ISP, Eircom, 
regarding its users’ copyright infringement.51 
Warner Music (Ireland), Sony BMG Music 
Entertainment (Ireland), EMI Records (Ireland) 
and Universal Music (Ireland) sought court 
orders compelling Eircom to install filtering 
software to prevent the sharing of music 
files over its network. Under the terms of the 
settlement, the recording companies agreed 
to collect data regarding users who alleg-
edly infringe their copyright and pass that 
information on to Eircom. Eircom agreed to 
implement a “three strikes” policy against its 
customers – inform customers that they are 
infringing copyright, warn customers that 
Eircom may terminate their accounts, and 
ultimately disconnect customers who fail to 
cease their infringing conduct. Eircom also 
stated that the record companies agreed to 
take all necessary steps to put similar agree-
ments in place with all other Irish ISPs.52

France
France has also adopted an adaptation of the 
“three strikes” approach. French authorities, 
ISPs and copyright owners’ representative 
bodies agreed a memorandum of under-
standing in November 2007 (the “Olivennes 
Agreement”) setting out a “three strikes” 
graduated approach to dealing with repeat 

infringers.53 This approach provides: for 
a web user’s first copyright infringement, 
he or she will be sent a warning email; for 
the second infringement within 6 months, 
he or she will be sent a second warning 
email and formal warning letter; and for 
the third infringement within one year, the 
government regulator may impose various 
sanctions. These sanctions include ordering 
the user’s ISP to suspend the user’s Inter-
net access for a period ranging from three 
months to one year (the length of which 
may be reduced if the user provides written 
undertakings not to engage in copyright 
infringement), and imposing a fine of a max-
imum of €5,000. Significantly, the regulator 
sends the warnings and imposes the sanc-
tions, not the ISPs. Further, the regulator’s 
actions are coordinated with all ISPs so that 
repeat infringers are placed on a “blacklist” 
and cannot simply subscribe to an alternate 
ISP if their Internet access is suspended. ISPs 
must check this “blacklist” before entering 
new customer contracts. Whilst web users 
have a right of appeal against sanctions, the 
scheme has been criticised for lacking pro-
cedural fairness, as well as conflicting with 
data protection, privacy and competition 
laws. It remains to be seen how effective 
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(and costly) this novel scheme will be in prac-
tice to prevent and reduce online copyright 
infringement.

Conclusion
Overseas developments, together with 
the iiNet proceeding in Australia, indicate 
an increasing industry focus on ISPs as the 
gatekeepers of Internet users who partici-
pate in copyright-infringing conduct. Their 
underlying logic is that ISPs are in the best 
position to control their customers’ conduct 
and therefore should be directly engaged 
to develop best practices to combat online 
infringement. Alternatively, New Zealand 
and French practices demonstrate the intro-
duction of legislative schemes to deal with 
online copyright infringement. While legis-
lative developments inevitably lag behind 
technological ones, some argue that they 
may nevertheless be useful in the copyright 
context to align statutory rights with the 
public’s practices, and in a digital economy 
to balance the interests of copyright owners, 
ISPs and users of technology.

Anita Cade is a Senior Associate and 
Maya Port a Lawyer at Blake Dawson
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