Broadcasting and Social Networking —
The Role of Privacy Guidelines

Michael Coonan looks at the use of best practice
guidelines on privacy for broadcasters and social

networking sites.

The potential adverse effects of privacy
breaches in radio and television broadcasts
are clearly present, if not amplified, in the
online social networking context, particularly
for children.

In its report For Your Information: Australian
Privacy Law and Practice (the Privacy Report,
August 2008) the Australian Law Reform
Commission (ALRC) has made a number of
recommendations relating to broadcasting
and social networking.

In particular, in relation to the journalism
exemption in the Privacy Act 1998 (Cth)
(Privacy Act) the ALRC has recommended
an adequacy requirement for the privacy
standards that media organisations must
publish and adhere to in order to claim the
exemption.” The ALRC suggests that:

This is an important mechanism to ensure
that the standards being relied upon are
robust and of substance—while respect-
ing the need for a high degree of media
autonomy in order to protect freedom
of expression—which is vital for the
Australian Parliament’s stated objective
of ensuring safeguards for the handling
of personal information.?

To assist media organisations, the ALRC has
also recommended that a template for media
privacy standards be developed that they may
adopt.?

The ALRC has indicated* that that the template
media standards could usefully be informed
by the Privacy guidelines for broadcasters®
(Broadcasting Privacy Guidelines)
developed by the Australian Communications
and Media Authority (ACMA).

In light of this recommendation, this article
examines the benefits of using guidelines
in the hierarchy of regulatory tools, with a
particular focus on broadcasters and social
networking sites.

This article suggests that publishing guidelines
on relevant regulations can be useful for
both experienced and new players in the
broadcasting and social networking industries;
and, can play a particular role for social
networking providers, against whom ‘black
letter law’ may not be easily enforceable from
one jurisdiction to another.

The Journalism Exemption

Section 7B(4) of the Privacy Act provides that
acts done by a media organisation in the
course of its journalistic activities (compared
with, for example, its collection of personal

information for the purposes of a competi-
tion) can be removed from the jurisdiction of
the Privacy Act.

In a 2006 speech, the Privacy Commissioner,
Karen Curtis, suggested that the exemption
“exists to ensure that information of impor-
tance to the public interest is not unduly
restricted” and is a recognition of “the essen-
tial role that free journalism plays in a healthy
democracy”.®

The Privacy Act provides that, to be exempt, a
media organisation must commit to published
standards which deal with privacy. However,
the Privacy Act is currently silent on what con-
stitutes an adequate published standard.

As discussed in the Privacy Report, while
the ‘traditional’ media has generally already
published privacy standards (for example, in
industry-developed broadcasting codes of
practice and the Australian Press Council’s Pri-
vacy Standards for the Print Media’), it is open
to any media organisation to develop and
administer media privacy standards.®

This may include emerging media organisa-
tions who may wish to obtain the benefit of
the exemption in relation to the rules about

Guidance can buttress enforceable rules in
primary legislation, subordinate instruments
and industry-developed codes of practice.’ It
can be used to provide immediate assistance
in interpreting new regulations'™ or can be
prepared by reflection on the operation of a
set of rules over a period of time."

Drawing on the work of Professor Julia Black,
the Privacy Report notes that the appropriate
time for guidelines is often some time after a
rule is first introduced. Professor Black notes
that “rules are just a ‘best guess’ as to the
future”.? If this is accepted, it would appear
that rules are amenable to being supple-
mented with guidance after some experience
with their application.

Drawing further on Professor Black’s work,
the Privacy Report notes that whether or not
a rule is ‘certain’ depends not so much on
whether it is detailed or general, but whether
all those applying the rule (regulator, regu-
lated firm, court/tribunal) agree on what the
rule means."

Dialogue between the regulator and regu-
lated entities in developing guidelines is par-
ticularly important in establishing this shared
understanding and is indeed vital to the effec-
tive operation of the co-regulatory framework
for broadcasting and internet regulation in
Australia.

Guidelines are often expressed in language
that is easier to understand for the lay person

best practice guidance might be particularly

collection, storage and use of personal infor-
mation that would otherwise apply under the
Privacy Act. Best practice guidance might be
particularly useful for these new entrants.

Guidelines in the Regulatory
Hierarchy

It is acknowledged that due to its non-binding
nature, guidance alone, such as a media stan-
dard template, in and of itself will not stop
privacy breaches and in and of itself will not
provide remedies. However, when guidance
is offered to media organisations with a rec-
ommendation for use, it can provide start-up
check lists or, by providing a basis for the
design of systems and procedures, promote
behavioural change to achieve compliance
more quickly than through remedial action.

From the perspective of decision-makers, guid-
ance can also assist with (although, impor-
tantly, not fetter) the exercise of a discretion,
often leading to better decision-making by
aiding consistency. It has the dual benefit of
educating the industry and public about what
standards are expected.
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useful for new entrants

than ‘black letter law’ and can provide case
studies to illustrate the operation of a law or
regulation. They can also usefully consolidate
in one document explanation of related rules
from different sources. And, they are flexible
as they can be updated outside formal law-
making processes to capture current issues.

Where operational check lists in guidelines
are integrated into the regulated entity’s
standard procedures and internal manage-
ment systems, there is increased opportunity
to achieve, as well as prove compliance (for
example, by showing records that certain
procedures were followed). This is referred to
in the Privacy Report as compliance-oriented
regulation.™

A weakness of guidelines is that the public
can mistake them for binding or enforceable
rules. However, where their status is clear,
they help achieve the aim, identified by the
ALRC, of “...improving the clarity, consistency
and enforcement of privacy laws”."
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ACMA’s Broadcasting Privacy
Guidelines

The following looks at how the experience of
interpreting privacy provisions in broadcasting
codes of practice has been distilled into
the gquidelines which may, if the ALRC
recommendations are adopted, assist in
developing template media standards.

ACMA released the Broadcasting Privacy
Guidelinesin 2005 to assist radio and television
broadcasters by giving an overview of the way
in which ACMA will assess complaints which
allege breaches of privacy provisions in the
codes.

Speaking at the launch, ACMA's then Acting
Chair, Lyn Maddock, noted that Broadcasting
Privacy Guidelines sought to address the issue
of “how to balance respect for an individual’s
privacy with the media’s role of reporting
matters of public interest”.'® Ms Maddock
suggested that the effects of privacy breaches
can range from embarrassment, harassment
and exclusion to detrimental effects on local

e  the difference between public and pri-
vate conduct;

e the use of publicly available personal
information;

e  obtaining consent to use private infor-
mation;

e the position of public figures; and
e what constitutes the public interest.

ACMA now refers to these guidelines when
reporting on privacy-related investigations of
code compliance. For example, in an investi-
gation completed in 2006, ACMA noted that
although the Commercial Television Code of
Practice does not define ‘identifiable public
interest’, the issue is considered in the Broad-
casting Privacy Guidelines.'®

Being a flexible tool, it is open to ACMA to
review these guidelines in consultation with
industry to provide assistance in interpreting
the privacy requirements of codes of practice
in relation to current privacy issues in broad-
casting.

a weakness of guidelines is that the public can
mistake them for binding or enforceable rules

social life and work opportunities. While
noting that, on many occasions, there will
be no easy answer, Ms Maddock hoped that
the Broadcasting Privacy Guidelines would
help raise media and public awareness of the
issues.

The Broadcasting Privacy Guidelines were
developed with extensive input from
broadcasters; in particular, the industry groups
Free TV Australia, Commercial Radio Australia
and the Australian Subscription Television and
Radio Association.

This is consistent with the co-regulatory
system established by the Broadcasting
Services Act 1992 (Cth), under which industry
groups develop regulation in consultation
with ACMA.

As noted in the Privacy Report:

[a]s well as prescribing positive steps for
compliance, guidance can be phrased in
the negative and set out what will not
be sufficient in order to achieve compli-
ance with a principle.”

As such, the Broadcasting Privacy Guidelines
outline steps that can be taken in production
to avoid breaches of the codes (for example,
avoiding sequences showing a subject’s face,
which may disclose their identity even where
their name is not mentioned; and, using
‘pixellation” so that footage can still be used
without disclosing identity). The Broadcasting
Privacy Guidelines include a number of case
studies which emphasise the potential impact
of privacy violations by the media in a way that
is not possible in a document that contains
rules alone.

In practical terms, the Broadcasting Privacy
Guidelines assist broadcasters to make
judgements about:
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The Benefits of Guidance for Online
Social Networking

Regulation of online social networking needs
to assist both the user (through education)
and the provider of social networking services
to protect privacy.

Unlike the domestically based broadcasting
industry, although providers of online social
networking services often have an Australian
presence, they usually deliver many of their
services from outside Australia. Service delivery
arrangements can be complex. These services
are usually bound to comply with a matrix of
legal obligations imposed by many jurisdic-
tions. In these circumstances, guidelines may
provide a flexible and useful tool that may be
deployed across jurisdictions.

In the Privacy Report, the ALRC found that
online social networking raises two main pri-
vacy concerns:

e The extent to which young people
should be able to choose to disclose
information about themselves online.

e The ability of third parties to post, alter
or remove personal information about
others in the online environment.™

While this article does not deal in detail with
the regulatory options proposed by the ALRC
for online social networking, it is worth not-
ing that the Privacy Report does describe as a
‘useful global initiative'?® the United Kingdom
(UK) Home Office Good practice guidance for
the providers of social networking and other
user interactive services 2008 (Social Net-
working Guidance).?'

As with the Broadcasting Privacy Guidelines,
the Social Networking Guidance was devel-
oped cooperatively by government, industry

and non-government organisations based
within the UK as well as externally. ACMA was
a contributor as well as the National Center for
Missing and Exploited Children in the United
States. Industry was represented by both local
and global providers.

Acknowledging that the internet industry is
very diverse, ranging from large global pro-
viders to small local services, the Social Net-
working Guidance states that the assistance it
provides is not ‘one size fits all’.?2 Nonetheless,
the document usefully attaches a summary of
the relevant (UK) law and provides a check list
of matters for providers to consider.

Risks faced by users, particularly children, are
common irrespective of their location or the
service they are using. These risks are out-
lined in the Social Networking Guidance. For
example, it is noted that children are often
unaware of the sometimes unintended audi-
ence for their online posts or of their capacity
to hide certain information about themselves.
As with the Broadcasting Privacy Guidelines,
case studies are used to increase the impact
of the message.

The Social Networking Guidance provides rec-
ommendations for good practice, including
(in Part 2) that:

e language and terminology should be
accessible, clear and relevant for users;

e  providers should make safety informa-
tion easily accessible, especially during
the registration process—for example,
reminders to users that they are not
anonymous and can be traced through
their IP address;

e care be taken about mapping user infor-
mation from registration straight over to
a user's profile;

e ‘ignore’ functions and the ability to
remove friends and tools to review and
remove comments be built in;

e defaults be set to private; and

e there be robust complaint handling pro-
cedures.

Providers of social networking sites are also
reminded to be sensitive to the context in
which sites for young users are presented to
avoid inappropriate juxtaposition of images
and text suitable only for adults with young
users’ profiles and inappropriate advertising.

Conclusion

In the discussion paper preceding the Privacy
Report, the ALRC had indicated that it did
not propose regulation of social networking.
Rather, it had suggested that children young
people, teachers and parents should be edu-
cated about social networking websites.?

While describing the UK Social Networking
Guidance as “a useful global initiative that
may have an impact [on] the way in which
this industry develops”, the report notes that
initiatives like this are unlikely to stop curious
children from making bad privacy choices on
the internet.?

Similarly, guidelines in the broadcasting sec-
tor may not always prevent breaches of the
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privacy provisions in the broadcasting codes
of practice. However, guidelines in both sec-
tors are likely to assist in establishing systems
to prevent privacy violations. As with educat-
ing the providers of social networking sites,
guidelines and the proposed media standards
template can perform a valuable educative
role for media providers.
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cation and malice from the law of defama-
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result was that, despite being characterised
as an action for ‘slander’, proving a case for
injurious falsehood requires meeting a dif-
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tion actions.
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nor even defamatory, where they are
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calculated in the ordinary course of
things to produce, and where they do
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law. Such an action is not one of libel
or slander, but an action on the case
for damage wilfully and intentionally
done without just occasion or excuse,
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analogous to an action for slander of
title. To support it actual damage must
be shown, for it is an action which will
only lie in respect of such damage as
has actually occurred.®

The availability in New South Wales of the
action described in Ratcliffe v Evans was
confirmed by Hunt J in Swimsure (Labora-
tories) Pty Limited v McDonald® where His
Honour described the action for injurious
falsehood as:

an action on the case at common law
consisting of a statement of and con-
cerning the plaintiff’s goods which is
false (whether or not it is also defama-
tory of the plaintiff) published mali-
ciously and resulting in actual damage.’

Kirby J described the cause of action as hav-
ing seven elements in Palmer Bruyn & Parker
v Parsons,® but agreed with Gummow J that
the essential elements are: (1) a false state-
ment (2) made maliciously (3) of or concern-
ing the plaintiffs’ goods or business that (4)
results in actual damage.®

For the purposes of the decision in Austral-
and v TACI, McCallum J relied on Gummow's
formulation of the required elements'™ but
that did not resolve the questions of what,
in the context of an action for injurious
falsehood, the appropriate test for publica-
tion is; nor did it address the question of the
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