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With the enormous surge in popularity of 
social networking programs such as Face-
book and MySpace, employers are nervously 
looking at the ramifications the use of such 
applications at work can have on company 
productivity and exposure to vicarious lia-
bility for an employee’s actions. Given the 
interactive nature and the ever expanding 
development and reach of Web 2.0 applica-
tions, companies must now consider how to 
best address such concerns, hopefully with-
out upsetting employees in the process.

What is Web 2.0?
Web 2.0 is the general term used to describe 
‘second generation web-based communi-
ties and hosted services such as social-net-
working sites, wikis, and blogs, which aim to 
facilitate creativity, collaboration, and shar-
ing among users’.1

This includes applications where the content 
is generated by the user such as MySpace, 
YouTube, Facebook and virtual worlds like 
Second Life.

MySpace is reported to be the most popu-
lar Web 2.0 application, with 100 million 
users worldwide, followed by Facebook with 
60 million.2 The recent uptake of Web 2.0 
applications in Australia has been nothing 
short of phenomenal. Neilson Online statis-
tics show that one third of all profiles cre-
ated by Australians on social networking 
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sites occurred in the past three months with 
close to two thirds created in the past year.3

Why all the fuss?
Web-based social networking applications 
allow users to create personal profiles, online 
identities and interact with friends, col-
leagues and other users all over the world. 
The reach of these applications is great, 
unlike the time taken to reach an audience. 
The now infamous Leave Britney Alone 
YouTube clip created by internet ‘personal-
ity’ Chris Crocker was viewed over 4 million 
times in the first two days after being posted 
by its creator.4 The video has been viewed 
nearly 17 million times since being uploaded 
in September 2007, and has attracted over 
240,000 user comments.5

Web 2.0 applications not only have a per-
sonal appeal. Many companies, such as Intel 
and IBM have cottoned on to the power of 
Web 2.0 applications and have established 
presences in the virtual world of Second 
Life to conduct cost effective meetings with 
employees in different countries and to dem-
onstrate products to customers.6 Telstra’s 
Bigpond is in fact the largest global brand 
in Second Life.7 

Why the cause for concern?
There are legal risk issues for an organisa-
tion allowing the use of Web 2.0 applica-

tions in the workplace. Key areas of concern 
include:

Copyright: under Australian copyright law, 
an organisation may be liable for copyright 
infringement by directly infringing a copy-
right owner’s rights, or by authorising the 
infringing acts of an internet user’s activi-
ties.8 If a Court determines that an organisa-
tion had the power to prevent the infringing 
activities of its employees and failed to take 
reasonable steps to avoid such infringement, 
the organisation may be considered liable.

Defamation: an organisation may decide 
to monitor the activities of its employees’ 
use of Web 2.0 applications. An employer 
may be liable for the defamatory content of 
an employee’s work related Web 2.0 appli-
cations if it becomes aware of defamatory 
content and fails to take measures to take 
down the content or address the issues. Fur-
thermore, if an organisation is seen as the 
‘publisher’ of defamatory material, it will 
generally be held liable for such defamatory 
content.

Privacy: a user’s personal pages of their 
MySpace or Facebook sites should be 
treated carefully by employers. An organisa-
tion should never use Web 2.0 applications 
such as Facebook or MySpace to ‘screen’ 
potential employees by reference to their 
personal sites. Such pre-employment check-
ing may open the company up to the risk 
of being sued for breach of privacy or dis-
crimination. It should also be noted that the 
use of Facebook by an organisation for this 
purpose is a breach of Facebook’s terms and 
conditions which allow only personal, non-
commercial use. Termination of employment 
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due to an employee’s personal activity on 
social networking sites must be carefully 
considered as the activities may not be suffi-
ciently associated with the individual’s work 
performance. 

Vicarious legal liability for an employee’s 
actions is not the only concern organisations 
have with Web 2.0 applications. There have 
been several recent reports of employee pro-
ductivity being affected by social-network-
ing site use in the workplace during busi-
ness hours. It has been estimated that if an 
employee spends an hour each day on Face-
book, it could cost a company more than 
$6200 a year and Australian business as a 
whole $5 billion annually.9 Another major 
factor to consider is the drain on network 
performance by employees viewing video 
content. 

What can we do about it?
To block or not to block? This is likely to 
be a familiar concern for any organisation 
when it comes to identifying ways in which 
to minimise potential liability for employee’s 
Web 2.0 activities or to address productivity 
or network performance issues in the work-
place. Indeed, the trend of blocking or limit-
ing employee access to Web 2.0 applications 
in the workplace seems to be increasing, with 
36 per cent of Australian and New Zealand 
social networking users reporting that access 
to sites at work is limited in some way.10 Lat-
est figures indicate 15 per cent of Australian 
organisations have blocked Facebook. 

Short of blocking or restricting access to 
Web 2.0 applications in the workplace, 
organisations should at the very least imple-
ment employee policies and procedures for 
use of these applications at work. 

Suggested employee policy terms include:

• allow employees to use Web 2.0 appli-
cations through the organisation’s 
internet network in a limited reason-
able way, but caution that such use 
should not interfere with the business 
functions or processes or hinder the 
fulfilment of an employee’s workplace 
obligations;

• employees should be instructed to 
ensure that the disclosure of the Com-
pany’s intellectual property and confi-
dential information does not occur;

• employees should never purport to 
speak on behalf of an organisation via 
social-networking sites without prior 
approval by the organisation. Policies 
should indicate that use of all Web 2.0 
applications is use by an employee in 
their individual capacities and that the 
individual employee is personally liable 
for his/her own activities; 

• organisations should advise employees 
to always use Web 2.0 applications in a 
lawful manner, which includes comply-
ing with the terms and conditions of 
the relevant Web 2.0 application; and

• policies should state that the organi-
sation may monitor use of Web 2.0 
applications at work and, if access to 
Web 2.0 applications impacts nega-
tively on the organisation’s business or 
processes, or if employee productivity 
is seen to be adversely affected by use 
of such applications at work, access to 
such programs may be terminated at 
the discretion of the organisation.

Policies should make it clear that failure to 
follow the policy can result in termination of 
employment. 

Conclusion
Web 2.0 is here to stay and it is generally 
poorly received by employees when employ-
ers block access to sites. Global law firm 
Allen & Overy had to do a backflip recently. 
Due to network performance impact, Allen 
& Overy blocked Facebook, but were forced 
to unblock the site after massive complaints 
from staff. In order to maintain relationships 
with employees, organisations need to con-
sider the alternative of reasonable use poli-
cies rather than blanket bans. 

Nick Abrahams, is a Partner and 
Sydney Office Chairman and Robert 
Rudolf a Lawyer at Deacons in Sydney
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