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Introduction
Individuals and companies involved in the 
supply of telecommunications in Australia are 
subject to a general requirement to protect 
the confidentiality of subscriber information 
and the content of communications under 
the regime for protection of communications 
contained in Part 13 of the Telecommunica-
tions Act 1997 (Cth) (the Telecoms Act). The 
prohibition on disclosure is subject to various 
exceptions, which are set out in Division 3 of 
Part 13.

Carriers and Carriage Service Providers (CSPs) 
also have obligations under the Telecommu-
nications (Interception and Access) Act 1979 
(Cth) (Interception Act) in respect of access 
to and use of ‘stored communications’.

This article considers a hypothetical dilemma 
in which an Australian Internet Service Pro-
vider (ISP), with operations located in the 
United States, is served with a warrant to 
produce information by an American law 
enforcement agency, for example the Federal 
Bureau of Investigation (FBI), requiring dis-
closure of confidential information in circum-
stances that are not covered by the excep-
tions and therefore could involve breach of 
Australian law (FBI Scenario). A company in 
such a situation would potentially be forced 
to choose between breaching Australian law 
or facing contempt charges or other conse-
quences in the jurisdiction in which the war-
rant is issued.

Companies may be able to avoid or minimise 
the risk of encountering this problem. In 
particular, terms and conditions of standard 
customer agreements can be drafted to try 
and bring confidential information within the 
ambit of knowledge or consent disclosure 
exceptions in the legislation.1 The extent to 
which this approach adequately shields com-
panies from liability is considered below.

The issue also justifies attention from the com-
munications regulator, the Australian Com-
munications and Media Authority (ACMA). 
The industry would benefit from guidance as 
to how to deal with this situation (or avoid it 
in the first place).

How and why the problem arises
Accessing confidential information in 
Australia - policy context

The extent to which law enforcement agen-
cies should be allowed access to confidential 
information in the interests of law enforce-
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ment and national security has been the sub-
ject of much debate in contemporary legal 
and political discourse. Heightened security 
concerns are often relied upon by govern-
ments to justify changes in the balance 
between the privacy rights of individuals and 
the investigative and enforcement capabilities 
of the state.2 

The many security and privacy implications 
stemming from the increasing flow of infor-
mation across borders have also been widely 
considered at an international level.3 Aus-
tralian law clearly recognises that there are 
circumstances in which it will be desirable 
to compromise the confidentiality of private 
information in the interests of security, includ-
ing where that information is in the posses-
sion of non-Australian telecommunications 
carriers operating in Australia. The tension 
between security and privacy concerns is 
manifested in the dichotomy between the 
general prohibition against disclosure of 
confidential information in Division 2 and 
the exceptions in Division 3 of Part 13 of the 
Telecoms Act. The content of Part 13 of the 
Telecoms Act, along with relevant provisions 
in the Interception Act in relation to ‘stored 
communications’, will be considered in 
greater detail below. 

Despite the apparent potential for this conflict 
of obligations to arise, there is little guidance 
for companies as to how to deal with the 
problem. This is presumably a reflection of the 
fact that the problem simply was not antici-
pated when the legislation was drafted.4 

Intersection of laws

Although not considered in the telecommu-
nications legislation, the conflict issue has 
been contemplated in other related areas. 
Notably in the Australian context, the Privacy 
Act 1988 (Cth) (Privacy Act) states in section 
13D that: 

 An act or practice of an organisation 
done or engaged in outside Australia 
and an external Territory is not an inter-
ference with the privacy of an individual 
if the act or practice is required by an 
applicable law of a foreign country.5 

Frustratingly for telecommunications opera-
tors, this provision does not protect them, 
as Part 13 of the Telecoms Act operates con-
currently with the Privacy Act. The recently 
released Australian Law Reform Commission 
report on Australian Privacy Law and Practice 
(ALRC Privacy Report) notes several submis-

sions calling for a more consistent approach to 
privacy regulation in the field of telecommu-
nications.6 Suggestions to the ALRC included 
that Division 3 be removed from Part 13 and 
to allow the Privacy Act to solely regulate the 
exceptions field, or that Part 13 be completely 
moved into the Privacy Act. Nevertheless, the 
ALRC Privacy Report concludes that both Acts 
should continue to separately regulate privacy 
in the telecommunications industry, on the 
grounds that it is appropriate for the use and 
disclosure of the particular type of informa-
tion covered by Part 13 (i.e. subscriber infor-
mation and the contents of communications) 
to be subject to more stringent rules than 
those in the Privacy Act.7

Protection of communications 
under the Telecoms Act
The Telecoms Act does not refer specifically 
to ISPs, but applies to them because they fall 
within the category of carriage service provid-
ers.8 CSPs supply communications services to 
the public using carrier infrastructure. Part 13 
aims to protect privacy in communications by 
restricting CSPs (including ISPs), carriers, tele-
communications contractors and their respec-
tive employees (‘eligible persons’)9 from using 
or disclosing information relating to:

a) the contents of communications 
that have been, or are being, car-
ried by carriers or CSPs (delivered or 
not); and 

b) carriage services supplied by carri-
ers and CSPs; and 

c) the affairs or personal particulars of 
other persons.10

Electronic communications such as emails 
and instant messages may contain informa-
tion falling within at least two of these cate-
gories: they contain both content of commu-
nications (the body of the email or message), 
and personal particulars of both subscribers 
and the recipients of their communications, 
such as identity, source, path and destina-
tion details. Emails are stored and forwarded 
‘at successive points along their journey to a 
nominated address’, with the final point in the 
journey being the recipient’s ISP computer or 
mail server, where they reside until accessed 
by the recipient.11 

With regards to Australian ISPs with servers 
located and operated outside Australia by 
third party contractors, the extra-territorial 
application of the Telecoms Act12 means that 
these servers fall within the ambit of Part 13.

Eligible persons must not use or disclose any 
information or document that relates to any 
of the three categories mentioned above and 
that came to their knowledge or into their 
possession in the course of carrying on their 
businesses.13 Subject to the exceptions (dis-
cussed below), use or disclosure in contraven-
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tion of this section is an offence punishable 
on conviction by imprisonment for a term not 
exceeding 2 years. 14

Exceptions
The prohibitions against disclosure in Part 13 
of the Telecoms Act are subject to a number 
of exceptions as set out in Division 3 of that 
Part. Whilst these are extensive,15 they do not 
appear to apply in a situation such as the FBI 
Scenario, leaving Australian ISPs exposed to 
the risk of a conflict between complying with 
their obligations under Part 13 and relevant 
laws overseas.

The exceptions include situations where the 
use or disclosure is: made by an employee in 
the performance of duties for the carrier as 
employer;16 required or authorised under an 
Australian warrant or Australian law;17 made 
to ACMA or the Australian Competition and 
Consumer Commission (ACCC) to assist in 
carrying out their functions and powers,18 
made with the knowledge or consent of the 
person concerned;19 made with the implicit 
consent of the sender and recipient of the 
communication;20 for prescribed business 
needs of other carriers or service providers;21 
or permitted under the regulations.22

Disclosure authorised by or under law

As mentioned, it appears that these excep-
tions only apply where the authorisation or 
requirement is under Australian law.23 Para-
graph 280(1)(a) permits disclosure or use in 
connection with the operation of an enforce-
ment agency, where the disclosure or use 
is required or authorised under a warrant. 
‘Enforcement agency’ has the same definition 
as in the Interception Act and appears to be 
limited to Australian enforcement agencies.24 
The second limb of the exception (in para-
graph 280(1)(b)) relates to disclosure or use 
required or authorised by or under law, and 
this is presumably limited to Australian law.

Under the Privacy Act, by contrast, if an 
organisation: 

 reasonably believes that the recipient of 
the information is subject to a law, bind-
ing scheme or contract which effectively 
upholds principles for fair handling of 
the information that are substantially 
similar to the National Privacy Principles 

then it may transfer personal information to 
someone who is in a foreign country.25 Fur-
ther, an act or practice of an organisation 
done or engaged in outside Australia and 
an external Territory is not an interference 
with the privacy of an individual if the act or 
practice is required by an applicable law of a 
foreign country.26 

As identified by the ALRC, it is doubtful 
whether sections 280 or 297 of the Telecoms 
Act would allow a telecommunications ser-
vice provider (such as an ISP) to rely on the 
more expansive exceptions of the Privacy Act 
in addition to those exceptions contained in 
the Telecoms Act. 27 Even if they did, not all 
ISPs would be caught by the Privacy Act due 

to the small business exception;28 and in any 
event, compliance with Part 13 is a carrier 
licence condition, so would arguably need to 
be complied with by carriers irrespective of 
the operation of the Privacy Act.29

The ALRC has also recommended an addi-
tional exception under Part 13 for circum-
stances where a person ‘has reason to suspect 
that unlawful activity has been, is being, or 
may be engaged in, and uses or discloses the 
personal information as a necessary part of its 
investigation of the matter or in reporting its 
concerns to relevant persons or authorities.’30 
If such an exception were introduced, eligible 
persons finding themselves in a position 
analogous to the FBI Scenario could poten-
tially seek to utilise it to justify ‘reporting its 
concerns to relevant persons or authorities’ 
such as the FBI. Query, however, whether this 
exception is intended for persons who actively 
initiate their own investigations, as opposed 
to those who are merely responding to and 
assisting with the investigation of another 
body. Query also whether ‘relevant persons 
or authorities’ could be read as extending to 
a foreign law enforcement agency.

Consent exceptions

An alternative means by which an Australian 
ISP could deal with a situation such as the FBI 
Scenario is to use its standard terms of service 
and/or privacy policy to try and bring itself 
within one of the consent options under Divi-
sion 3.31 Section 289 states that disclosure or 
use by a person of information or a document 
will not be prohibited if:

a) the information or document 
relates to the affairs or personal 
particulars (including any unlisted 
telephone number or any address) 
of another person; and 

b) the other person:

(i)  is reasonably likely to have 
been aware or made aware 
that information or a docu-
ment of that kind is usually 
disclosed, or used, as the case 
requires, in the circumstances 
concerned; or

(ii)  has consented to the dis-
closure, or use, as the case 
requires, in the circumstances 
concerned.

Section 290 contains an ‘implicit consent’ 
exception. It provides that disclosure or use is 
not prohibited if:

(d) the information or document 
related to the contents or
substance of a communication 
made by another person; and

(e) having regard to all of the relevant 
circumstances, it might reasonably 
be expected that the sender and 
the recipient of the communica-
tion would have consented to that 
disclosure or use, had they been 
aware of the disclosure or use.

The contrasting language used in these two 
sections reflects the distinction between the 
two main types of information protected 
under this Part. The ‘affairs or personal par-
ticulars’ referred to in section 289 covers sub-
scriber information (for example the names, 
addresses and other details of customers). 
The ‘contents or substance of a communica-
tion’ referred to in section 290 pertains to the 
actual information contained in a communi-
cation (for example the contents of emails or 
SMS messages). 

Different thresholds apply to each of these 
exceptions. For the disclosure of subscriber 
information (section 289), the carrier need 
only show that the customer is ‘reasonably 
likely to have been aware or made aware that 
information or a document of that kind is 
usually disclosed’ in the circumstances. In the 
FBI Scenario, this requirement might be satis-
fied if the ISP’s terms of service or standard 
customer agreement included a provision to 
the effect that confidential information will 
be handed over to a law enforcement agency 
– domestic or otherwise – in circumstances 
where it is validly sought under applicable 
legislation from the ISP or a related company.

In their respective privacy policies applicable 
to the provision of email services, ISPs such 
as Microsoft32, Google33 and Yahoo!7,34 all 
include terms whereby subscribers must con-
sent to the transfer, storage and processing of 
personal information on servers located out-
side the country in which they reside. These 
policies also contain terms reserving the ISP’s 
rights to access personal information in lim-
ited circumstances, including where a reason-
able belief is held that disclosure is necessary 
to comply with applicable laws and process. 
Read together, these terms arguably provide 
a basis upon which the ISPs can argue that 
they have obtained the implicit consent of 
the subscriber, at least in respect of accessing 
subscriber information.

For the disclosure of the content of a com-
munication, the threshold is higher. To be 
covered by the exception in s 290, the carrier 
must show that: 

 it might reasonably be expected that 
both the sender and the recipient of the 
communication would have consented 
to the disclosure or use, if they had been 
aware of the disclosure or use. 

The extent to which this exception applies 
may again depend on the standard terms 
and conditions issued by the individual ISP, 
however the difficulty is establishing that the 
recipient of the communication (who is not a 
party to the agreement) of the communica-
tion implicitly agreed to the disclosure.

Protection of communications 
under the Interception Act
Carriers and CSPs also have obligations under 
the Interception Act in respect of access to 
and use of ‘stored communications’.35 The 
definition of ‘stored communication’ has a 
number of elements. The communication 
must:
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• not be passing over a telecommunica-
tions system (it is only stored once it has 
ceased passing over a system - commu-
nications in the process of passing may 
not be intercepted without a warrant, or 
unless some other exception applies);

• be held on equipment operated by, and 
in the possession of, a carrier; and

• cannot be accessed on that equipment, 
by a person who is not a party to the 
communication, without the assistance 
of an employee of the carrier.36

‘Carrier’ in this context is defined to include 
a CSP. While this would include an Australian 
ISP, it may not extend to include a foreign 
company operating a server located overseas 
on behalf of the ISP. If an overseas warrant 
were issued seeking content held on a server 
or equipment owned by the Australian ISP, 
but operated in the relevant overseas jurisdic-
tion by a third party contractor, it is possible 
that content would not actually constitute 
‘stored communications’ because it would 
not be ‘held on equipment operated by and 
in the possession of’ the Australian ISP.

Carriers and CSPs who are in possession of 
stored communications within the meaning 
of the Interception Act are obliged under sub-
section 108(1) of the Interception Act not to:

a) access a stored communication; or

b) authorise, suffer or permit another 
person to access a stored commu-
nication; or

c) do any act or thing that will enable 
the person or another person to 
access a stored communication,

without the knowledge of the intended recip-
ient of the stored communication and the 
person who sent the stored communication. 

A person is taken to have ‘knowledge’ if they 
are given written notice of an intention to 
access. This appears to entail written notice 
of an intention to do a specific act or thing, 
rather than a general notice as to the possibil-
ity of access occurring at some stage. Accord-
ingly, the ‘knowledge’ requirement may 
not be satisfied simply by an ISP including a 
general access provision in its customer terms 
and conditions. However, a subscriber to an 
email or messaging service is presumably the 
intended recipient of messages in the ‘inbox’, 
and the sender of messages in the ‘sent mail’ 
box. In this light, a specific written notice to 
the relevant subscriber could possibly satisfy 
the knowledge requirement.

Breach of section 108 of the Interception Act 
is punishable on conviction by imprisonment 
for 2 years or 120 penalty units ($13,200) or 
both.

Exceptions

Subsection 108(2) of the Interception Act 
contains a number of exceptions to the obli-
gations set out in subsection 108(1), includ-
ing exceptions relating to warrants issued 
under the Interception Act, the activities of 

Australian law enforcement agencies, and 
where access is reasonably necessary to 
perform a person’s duties (relating to instal-
lation, connection or maintenance of equip-
ment etc). None of these exceptions appear 
to apply in circumstances where a warrant 
is issued in another jurisdiction for access to 
the content of a communication classified as 
a stored communication for the purposes of 
the Interception Act. 

How the FBI Scenario may be 
dealt with in practice 
The ISP may be assisted by the relevant mutual 
assistance agreements between Australia and 
the United States as a means of legitimately 
exchanging the necessary information.37 A 
formal request for the information in ques-
tion by the Australian authorities, pursuant to 
an arrangement with their US counterparts, 
would appear to bring the disclosure under 
the law enforcement exception in section 280 
of the Telecoms Act. It appears that analo-
gous situations are commonly dealt with in 
this way. 

Assuming any breach was identified by 
ACMA and referred to the Commonwealth 
Department of Public Prosecutions (CDPP), 
the circumstances may not support the tak-
ing of further action by the CDPP. As outlined 
above, there are ‘common sense’ alterna-

tives available to resolve the problem, and 
the CDPP’s guidelines indicate that relatively 
trivial matters, or minor breaches of a ‘techni-
cal’ nature, will not meet the requisite public 
interest threshold for prosecution.

Conclusion 
The FBI Scenario raises a technical legal point 
along with some interesting policy issues. 
The potential for conflicting legal obliga-
tions to arise for Australian ISPs operating 
abroad is presumably an unintended result 
of the overlap of the legislative regimes of 
different jurisdictions (and an inherent defi-
ciency within that the regimes as the problem 
was not foreseen), combined with the rapid 
globalisation of telecommunications and 
associated increase in trans-border informa-
tion exchanges. Anecdotal information sug-
gests that ACMA and the Attorney-General’s 
Department (which administers the Intercep-
tion Act) are aware of the issues and perhaps 
should consider providing general guidance 
on the issue. As outlined in this paper, such 
measures include the use of appropriately 
drafted terms and conditions to bring poten-
tial disclosures of confidential information 
within the ambit of the legislative exceptions, 
or alternatively seeking the involvement of 
the Australian authorities under the relevant 
bilateral mutual assistance arrangements.
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