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Online Content Regulation
— The New Regime

Adrian Lawrence and Ryan Grant outline the new
Content Services regime that will apply to internet
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and mobile content.

On 21 June 2007, the Federal Government
passed the Communications Legislation
Amendment (Content Services) Act 2007
(Cth) (Amending Act). The Amending
Act received royal assent on 20 July 2007,
but the majority of the operative parts will
only commence on proclamation.

The Amending Act, which amends the
Broadcasting Services Act 1992 (Cth)
(BSA), involved a complete redraft of the
proposed Communications Legislation
Amendment (Content Services) Bill 2006
(Cth) (2006 Bill) which related to mobile
and live internet content and was released
to select industry bodies for consultation
late last year. In its released form, the
2006 Bill presented some serious issues for
content providers, in particular proposed
criminal sanctions for contravention of the
regulatory scheme.

Many of the issues of concern to the indus-
try in the 2006 Bill have been addressed in
the Amending Act.

Key changes to the BSA

1. A new Schedule 7 has been added
to regulate hosts of stored content
and providers of live content. Sched-
ule 5 to the BSA, which previously
regulated both hosts and Internet
Service Providers (ISPs) in respect of
stored content, now only applies to
the activities of ISPs.

2. Under Schedule 7:

(@)  Hosting service providers may
be subject to ACMA take-down
notices if they host prohibited
(or potentially prohibited) con-
tent;

(b)  Live content service providers
may be subject to ACMA ser-
vice-cessation notices if they
provide a live content service
that contains prohibited (or
potentially prohibited) con-
tent; and

(c)  Links service providers may be
subject to ACMA link-deletion
notices if they provide a link
that links to prohibited (or
potentially prohibited) con-
tent.

3. In addition, ‘commercial’ content
service providers (service providers
that supply content for a fee and as
part of a profit-making enterprise)
will be subject to positive obliga-
tions to ensure that risky content is
assessed before it is made available.
These obligations are to be imposed
as part of a co-regulatory industry
code scheme.

Background to the Amending
Act

Big Brother

During July 2006, raw feeds from cameras
located on the set used for Channel 10’s
Big Brother reality television programme
were streamed live over the internet. In
the early hours of one Saturday morning,
an incident of an allegedly sexual nature
occurred involving two of the male and
one of the female housemates. The inci-
dent was streamed live over the internet
to a small number of paid subscribers, one
of whom made a recording of the foot-
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age, which was then made available on
video-sharing sites. In turn, some online
news sources linked to the video on the
video-sharing sites.

At the time, the specific statutory pow-
ers under Schedule 5 of the BSA did not
extend to live online content. Although
police decided not to prosecute the
housemates, and although the online
news sources voluntarily removed links to
the content, the former Minister for Com-
munications, Information Technology and
the Arts issued a media release stating
that ACMA:

will be directed to undertake a
detailed review of the free to air tele-
vision code of practice and legislation
will be introduced into Parliament to
extend content requlation to video
streamed on the Internet.

The 2006 Bill

The 2006 Bill proposed the regulation
of ‘content services’, defined as a service
that delivers content over a carriage ser-
vice where a person needs special equip-
ment to receive the service. The proposed
definition of content was extremely broad,
including text, data, sounds, visual images
or any other form or combination of
forms. There were, however, a number of
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specific exceptions, including broadcasting
services, certain news and current affairs
services, SMS, MMS, search engines and
voice and video calls. Content that was
classified X184+ or RC, or content that had
a substantial likelihood of being classi-
fied as such would have been prohibited.
Potential or actual MA15+ or R18+ con-
tent would have been required to have an
age-based access restriction system.

Under the 2006 Bill, if prohibited or
potentially prohibited content was made
available or delivered over a carriage
service, the content provider was to be
directly liable for such provision. This was
a significant step away from the previous
Schedule 5 regime, which was based on
a notice and take-down process. Further-
more, for streamed content, the provi-
sions of the 2006 Bill would have required
every 10 minutes block of content to be
pre-assessed to determine whether it was
‘substantially likely’ that the segment con-
tained prohibited content.

A key concern with the 2006 Bill was the
onus it placed on content providers to
monitor content just in case content con-
tained potential or actual prohibited con-
tent, given that once delivered, the con-
tent provider would have been liable for
a fine of up to $5,500 per contravention.
In this regime only carriage service provid-

ers were given a ‘reasonable diligence’
defence. Submissions on the 2006 Bill
by online publishers pointed out that the
regime would have imposed direct pre-
classification and censorship obligations
on the online delivery of material that had
not previously been the subject of any
other forms of classification.

Key provisions of the
Amending Act

The Amending Act steps back from some
of these key areas of concern, retaining,
as its primary mode of regulation, a notice
and take-down process.

It regulates both stored and live content
accessed by means of a carriage service.
The Amending Act repeals Schedule 5 of
the BSA except to the extent that Sched-
ule 5 regulates internet service providers.
It introduces a new Schedule 7 that other-
wise sets out the framework for regulation
of all forms of online content, including
both static and live content.

What is regulated:
‘content service’

The core principle of the Amending Act is
the regulation of a ‘content service’. ‘Con-
tent’ is defined to mean content whether
in the form of text, data, speech, music or
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other sounds, visual images (animated or
otherwise), and content in any other form
or in any combination of forms.

A ‘content service’ is a service that deliv-
ers content to persons having equipment
appropriate for receiving that content,
where the delivery of the service is by
means of a carriage service ora service that
allows end-users to access content using a
carriage service.! The definition has a num-
ber of exceptions, including broadcasting
services, datacasting services, internet
directories, internet search engines and
end-to-end voice calls. In effect, a content
service covers most content-related ser-
vices provided over the internet and over
mobile telephones.

It should also be noted that there is a spe-
cific carve-out from the scope of the con-
tent service providers definition for pro-
viders that merely supply a carriage service
that enables content to be delivered or
accessed, and for persons who merely
provide a billing service, or a fee collection
service, in relation to a content service.?

Stored and live content

Content may take the form of ’stored
content’ or 'live content’. Stored content
means content kept on ‘any article or
material (for example, a disk) from which
information is capable of being repro-
duced, with or without the aid of any
other article or device'. For this purpose,
any storage of content on a highly tran-
sitory basis as an integral function of the
technology used in its transmission is to
be disregarded.

Live content is content which is not stored
content.®  Accordingly, the legislative
intention appears to be that ‘live content’
only covers content that is provided to the
public at the same time that it is created
(ie that is not stored in any way other than
on the transitory basis referred to above).

Provided to the public

A content service is provided to the public
if, and only if, the service is provided to
at least one person outside the immedi-
ate circle of the person who provides the
service.

What content is regulated:
‘prohibited content’

Prohibited content

Prohibited content is,* content where the
content has in fact been classified by the
Classification Board, with the result that:

e the contentis RCor X18+;

* thecontentisR18+ and access to the
content is not subject to a restricted
access system;

e the content is MA15+, access to the
content is not subject to a restricted
access system and the content is pro-
vided as part of a commercial con-
tent service; or

e the content is MA15+, access to the
content is not subject to a restricted
access system, and access to the con-
tent is provided by means of a mobile
premium service.

Potential prohibited content

Content is potential prohibited content
if the content has not yet been classified
and, if the content were to be classified,
there is a substantial likelihood that the
content would be prohibited content. >

Eligible electronic publications

In response to issues raised during the leg-
islative process by publishers, the Amend-
ing Act introduces exceptions for material
that is freely available in print version to
the Australian public, defined as ‘eligible
electronic publications’. However, there
are prohibitions on electronic editions of
publications classified as RC or Restricted-
Category 1 or 2.

Who is regulated:
‘service providers’

The Amending Act places obligations on
four major classes of service provider in
relation to regulated online content, as
follows at the top of page 4:

Note that these classes overlap in some
cases. For example, a commercial content
service provider of live content is also a live
content service provider.

Australian connection

In order for ACMA to have the power to
issue a take-down, service-cessation or
link-deletion notice regarding a hosting
service or a content service, the relevant
service must have an Australian connec-
tion."® A hosting service has an Austra-
lian connection if, and only if, any of the
content hosted by the hosting service is
hosted in Australia.”” An Australian con-
nection with respect to a content service
(including a links service) exists when any
of the content provided by the content
service is hosted in Australia, or in the case
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of a live content service, the live content
service is provided from Australia.'

How are service providers
regulated?

Take down notices

In order to remove access to prohib-
ited (or potentially prohibited) content,
ACMA is able to issue ‘take-down’ notices
for stored or static content,® ‘service-
cessation’ notices for live content™ and
‘link-deletion’ notices for links to content
(Notices)."”

Depending on the classification or likely
classification of the content, ACMA may
direct the service provider to take different
types of action. Notices instruct the ser-
vice provider to implement either ‘type A
remedial situation’ or a ‘type B remedial
situation’. A type A remedial situation is
one in which the service provider no lon-
ger provides or hosts the content service.
A type B remedial situation is one in which
the service provider can decide either no
longer to provide or host the content ser-
vice, or to subject the content service to
an age-restricted access system.'® Note
that ACMA may, by legislative instrument,
declare that a specified access-control sys-
tem is a restricted access system.'’

Prohibited content

Once ACMA carries out an investigation,'®
a Notice can be issued on the basis that
the content hosted, provided or linked to
has been classified as prohibited content.
In this case, ACMA must issue a final take-
down, service-cessation or link-deletion
notice."

If the content is classified MA15+ or
R18+, ACMA must, in the Notice, instruct
the service provider to implement a type B
remedial situation.? Likewise, if the con-
tent is classified RC or X184+, ACMA must
instruct the service provider to implement
a type A remedial situation.?'

Potential prohibited content

Similar to the treatment of prohibited
content, once ACMA carries out an inves-
tigation,? a Notice can be issued on the
basis that the content hosted, provided or
linked to is potential prohibited content.
In this case, ACMA must issue a interim
take-down, service-cessation or link-dele-
tion notice.?

If ACMA is satisfied that there is a sub-
stantial likelihood that, if the content were
classified, it would be classified MA15+ or
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Hosting Service Pro-
vider

Is a person who hosts stored content:®

* not including voicemail messages, video mail messages, email messages, SMS messages, MMS mes-
sages or messages specified in the regulations, and

e where such hosted stored content is provided to the public as a content service.

Live Content Service
Provider

Is a person who provides a content service that provides live content to the public.”

Links service
provider

Is a person who provides a content service that:
*  provides one or more links to content; and

*  is provided to the public (whether on payment of a fee or otherwise).

Commercial Content
Service Provider of
Live Content

Is a person:®

e who provides a content service that is operated for profit or part of a profit making enterprise;
and is provided to the public but only by way of a payment or a fee; where

e the content provided is live content.

Commercial Content
Service Provider of
Stored Content

Is a person:®

*  who provides a content service that is operated for profit or as part of a profit making enterprise
and where such content is provided to the public as by way of a payment or a fee; where

e the content provided is stored content.

R18+, ACMA must, in the Notice, instruct
the service provider to implement a type B
remedial situation.?* Similarly, if the con-
tent is like to be classified RC or X18+,
ACMA must instruct the service provider
to implement a type A remedial situa-
tion.?

ACMA must then apply to the Classifica-
tion Board to have the content that is the
subject of the Notice classified. Once the
content is classified, ACMA must issue
appropriate Notices as for Prohibited Con-
tent.

Note that if ACMA does not have a copy
of relevant live content, ACMA cannot
issue an interim service-cessation notice
for unclassified live content?®.

Enforcement

Non-compliance with a Notice by 6pm
the day after it is issued constitutes a
breach of a ‘designated hosting/content
service provider rule’.?” Contravention of
a designated content/hosting service pro-
vider rule can attract a criminal penalty of
fines of up to $11,000.% A civil penalty
for contravention of a designated hosting/
content service provider rule also exists.?’
Alternatively, ACMA can issue a remedial
directions®® or formal warnings®" with
respect to a breach of a designated host-
ing/content service provider rule.
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If the service provider continues to provide
content that is ‘substantially similar’ to the
content that is the subject of the Notice,
ACMA can issue a special anti-avoidance
notice. Non-compliance with a special
anti-avoidance notice by 6pm the day
after it is issued also constitutes a breach
of a designated hosting/content service
provider rule.

Positive obligations and industry
codes

The Amending Act also introduces cer-
tain compulsory matters to be covered by
industry codes, to be developed by bodies
or associations that represent the sections
of the content industry.3? The industry
code can then be registered with ACMA.*
If a code is not developed or ACMA refuses
to register a code, ACMA may develop an
industry standard.>*

Anyindustry code or standard mustimpose
obligations on commercial content service
providers in respect of the professional
assessment of live and stored content to
determine if there is a likelihood the con-
tent would be prohibited content.*®

There are also matters that the industry
code may take into account,® including:

e referral of complaints to ACMA;

e advice about the reasons for content
having a particular classification;

e procedures directed toward ensuring
that, in the event that a commercial
content service provider becomes
aware of prohibited content pro-
vided by another commercial content
service provider, that the other com-
mercial content service provider is
told of the content; and

e promotion of awareness of the safety
issues associated with commercial
content services or live content ser-
vices.

The Internet Industry Association is devel-
oping such an industry code.

Once directed by ACMA to comply with
an industry code,®” non-compliance will
constitute a breach of a designated con-
tent/hosting service provider rule. Non-
compliance with an industry standard is
also a breach of a designated content/
hosting service provider rule.

Conclusion: summary of
obligations placed on
different service providers

Overall, the introduction of Schedule 7
represents a significant amendment to
the landscape of online content regulation
in Australia. The table at the top of page
5 is a summary of the above obligations
placed on the different classes of service
provider identified above:
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Service Provider

Obligation

Hosting Service
Provider

Comply with take-down notices

Comply with compulsory industry standards/codes

Commercial Content Service
Provider of live content

Comply with service-cessation notices

Comply with compulsory industry standards/codes — including obligation to have a
trained content assessor assess live content where there is a ‘reasonable likelihood’
that the live content would be classified MA15+ or above

Live Content Service
Provider (non-commercial)

Comply with service-cessation notices

Comply with compulsory industry standards/codes - prohibited content will not
include video or audio content classified MA15+

Commercial Content Service
Provider of stored content

Comply with take-down notices

Comply with compulsory industry standards/codes — including obligation to have a
trained content assessor assess stored content where is it ‘substantially likely’ that
the stored content would be classified MA15+ or above

Links Service Provider

Comply with links-deletion notices

Comply with compulsory industry standards/codes

Adrian Lawrence is a Partner and
Ryan Grant an Associate at Baker &
McKenzie, Sydney.

(Endnotes)

1 Broadcasting Services Act 1992 (Cth)(BSA),
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2 BSA, Schedule 7, cI 5.
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17 BSA, Schedule 7, cl 14. At time of writing,

ACMA was in the process of drafting on the

proposed Restricted Access System Declaration:

see http://www.acma.gov.au/\WWEB/STANDARD/

pc=PC 310813.

18 An investigation could either follow a
complaint under cl 43 or be commenced at
ACMA's own initiative under cl 44 of BSA,
Schedule 7.

19 BSA, Schedule 7, cll 47(1), 56(1) and 62(1
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20 BSA, Schedule 7, cll 47(1)(d), 56(1)(d) and
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26 BSA, Schedule 7, cl 56(2)(c) and (3)(c).
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29 BSA, Schedule 7, cl 107.
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32 BSA, Schedule 7, cl 80(1).
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