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puter hardware/ software (such as back 
up tapes) on which emails may be stored.

Where email is used to communicate 
concerns about performance or conduct 
to the employee directly or to notify them 
of counselling meetings, care must be 
taken to ensure that the email system 
does not substitute for direct access to, or 
communication with, the employer. To 
do so may allow the employee to allege 
that they were placed at some disadvan­
tage, for example, by preventing them 
from fully and frankly discussing their 
performance with the employer, thereby 
impeding their ability to meet their em­
ployer’s expectations or address their 
concerns.

With the steady advance of the informa­
tion age, clients are beginning to demand 
instant electronic communication with 
their lawyer, commonly via e-mail.

In providing advice to clients by e-mail, 
lawyers may be exposed to legal proceed­
ings brought by clients in cases where sen­
sitive material falls into the wrong hands or 
is tampered with to their detriment.

• The addressee connects to the mail 
server of the ISP and downloads the 
waiting message to his or her computer 
in order to read it.

Sensitive material

The following examples of security 
breaches are from the Massachusetts In­
stitute of Technology Technology Review.

Opportunities

Emails are important, but often ignored, 
pieces of documentary evidence in em­
ployment law cases. The Evidence Act 
provides for emails to be regarded as 
documentary evidence: see s.4.

Emails may be a source of evidence for 
employers seeking to establish the con­
duct of employees and their intentions. 
Emails prepared by employees in the 
course of employment entitle the em­
ployer to access the employee’s emails. 
Employers often forget to consider emails 
of staff who have been terminated and 
later bring a claim against them. Failure 
to do so may mean that an employer fails 
to consider all relevant information in its 
defence of a claim, as increasingly more 
internal communications are via the email 
rather than by traditional paper records 
maintained on files.

It has long been accepted that an em­
ployer may justify a dismissal retrospec­
tively by relying on information not 
known at the time of the dismissal but 
discovered subsequently: see for exam­
ple ShepherdwTelLandJ^tiles_ofAusi 
tralia Limited (1931) 45 CLR 359 and 
Byrne & Anor v. Australian Airlines
Limited (1995) 185 CLR 410 at 463 per 
McHugh and Gummow, JJ. Accord­
ingly, it may be that information discov­
ered by an employer in a former employ­
ee’s email records may lead to a chain of 
enquiry that established further miscon­
duct that can be relied upon by an em­
ployer.

This article draws attention to the lawyer’s 
potential exposure to liability to a client in 
providing advice by e-mail, and examines 
the following issues:

• what ‘e-mail’ is and how it works;
• security issues;
• security measures;
• implications of failing to implement 

security measures; and
• disclaimers and e-mail policies.

What is ‘e-mail’ and how does it work?

E-mail is simply ‘electronic mail’. It allows 
lawyers quick written communication with 
clients and lets them attach application 
documents (such as Word, Word Perfect 
and Excel) containing, for example, con­
tracts and pleadings.

E-mail typically works as follows:
• The sender writes the message on his or 

her computer. By way of a dial-up 
modem connection, the data is sent to 
the mail server of his or her Internet 
Service Provider (ISP).

• The sender’s ISP sends the e-mail out 
into the Internet, with larger messages 
split into smaller data packages that 
each search for the fastest way to the 
ISP of the addressee. In transit, the 
packages pass through the computers 
of numerous third parties, which for­
ward them to the addressee.

• The ISP of the addressee receives the e­
mail and stores it on its mail server, 
with the addressee usually receiving a 
notification of the messages arrival in 
his or her ‘in-box’.

• In the autumn of 1993, a student at 
Dartmouth University sent out forged 
electronic mail advising that a mid­
term exam in Professor David Becker’s 
course on Latin American politics was 
cancelled because Becker had a family 
emergency. The message was sent at 
11:00 pm the night before the test and, 
as a consequence, only half the class 
showed up for the exam the next morn­
ing.

• In October 1994, somebody broke into 
the computer account of Grady Blount, 
a professor of environmental science 
at Texas A & M University and sent 
out racist electronic mail to more than 
20,000 people on the Internet. It was 
by no means a harmless practical joke: 
“We received death threats as the 
result of that hate mail that was sent 
out under my name”, recalls Blount, 
who says that his research grants were 
put in jeopardy as a result of the inci­
dent.

It is easy to imagine security breaches 
similar to the above examples taking place 
in a legal context. Sensitive legal material 
that may be exposed includes a client’s 
financial details, commercial or litigation 
strategy, adverse evidence in a criminal 
matter and commercial information (such 
as tender, merger/acquisition details and 
prospectus details).

Security issues

The Internet is not a secure medium, due 
mainly to the fact that Internet communi­
cation channels are shared. Basically,
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that means e-mails can be intercepted and 
read or tampered with by third parties on 
the Internet. Security risks with respect to 
sensitive client information involve pri­
marily integrity and authentication. In­
tegrity has to do with whether the e-mail 
(plus any attachments) which reaches the 
client has been already read and/or tam­
pered with, while authentication has to do 
with whether the e-mail the client has 
receives was actually sent by the person 
named as the author.
‘Eavesdroppers’ or ‘spies’ - those who 
breach e-mail integrity and authentica­
tion - are known as ‘hackers’, ‘crackers’, 
‘spoofers’ or ‘sniffers’.
Hackers engage in unauthorised entry to, 
or modification of, computer systems. 
Their main purpose is to alter the system 
so that they can access it at a later date for 
whatever means they wish. Crackers, on 
the other hand, are the Internet equiva­
lent of vandals - they break into the system 
and damage files.
Spoofing involves an e-mail being inter­
cepted on the Internet and tampered with 
without the sender’s knowledge. That e­
mail’s recipient might then act upon the 
spoofed e-mail to his or her detriment. 
The sender has no way of checking the 
content of the e-mail actually received by 
the recipient, unless the recipient con­
tacts the sender and queries it.
The practice of sniffing is similar, except 
that the sniffer reads the e-mail only and 
does not tamper with it. When the e-mail 
reaches the intended recipient, whose 
privacy has been invaded, that person is 
none the wiser.

Security measures - digital signatures 
and encryption

While is it not always possible to prevent 
hacking and cracking, there are some 
inexpensive and effective ways of pre­
venting spoofing and sniffing, namely dig­
ital signature and encryption software. 
Digital signatures - the electronic equiva­
lent of handwritten signatures - are math­
ematical algorithms appended to an e­
mail and viewed on the screen as an 
apparently random sequence of letters 
and numbers. Each sequence is unique to 
a particular e-mail. A digital signature 
allows the recipient to verify the authen­
ticity of the document. Any change, 
however minor (a single space inserted

into the document, for instance) will 
change the digital signature. If the con­
tents of an e-mail are tampered with, the 
resulting document will have a different 
digital signature. For this reason, digital 
signatures are useful to prevent spoofing 
but not sniffing.
Using a digital signature involves a public 
key and a private key: the digital signa­
ture is created by the private key and 
verified by the public key. Prior to sending 
a message, the author of that message 
provides the proposed recipient with the 
public key - basically a small software 
program containing a code paired with 
the owner of the private key. To verify a 
signature, the recipient’s public key soft­
ware calculates the digital signature code 
of the sender - if the message digest and 
signature block are identical, the signa­
ture is valid.
Certification authorities (CAs) are third 
parties whose purpose is to hold public 
key information so that the identity of 
people sending public keys can be verified 
by recipients (in the future, law firms may 
well become CAs, regulated by a state 
agency for quality control and key integ­
rity).
Encryption involves an entire message 
(rather than just the signature) being 
scrambled by the private key, such that it 
can only be unscrambled by use of the 
paired public key. Encryption is therefore 
an effective way of preventing sniffing, 
and perhaps more useful than a digital 
signature when transmitting sensitive ma­
terial via e-mail.
E-mail security software is inexpensive, 
easy to use and readily available. For some 
examples, see the Web site of The Law 
Society of WA.(l)

Standards and legislation regarding the 
use of digital signatures

The Electronic Transactions Bill 1999 was 
introduced into federal parliament on 30 
June 1999. Currently, the subject of de­
bate, it is designed to encourage elec­
tronic commerce by allowing existing le­
gal requirements in relation to paper- 
based commerce to be satisfied by elec­
tronic means. For the purposes of a Com­
monwealth Law, a transaction will not be 
invalid merely because it took place by 
way of electronic communication.
On 17 September 1999, Senator Richard

Alston, Federal Minister for Communi­
cations, Information Technology and 
the Arts, announced the membership of 
the National Electronic Authentication 
Council, a peak body to oversee the 
development of a national framework 
for electronic authentication of online 
activity.

The Council aims to provide:
• a national focal point for authentica­

tion matters, including coordination 
of authentication-related activities 
at both a national and international 
level;

• advice to Government on authenti­
cation and related matters;

• a guideline for the development by 
industry bodies and Standards Aus­
tralia of a framework of technical 
standards and codes ofbusiness prac­
tice on authentication matters; and 
best practice information and advice 
to industry in respect of authentica­
tion matters. (2)

In the near future, the federal govern­
ment is expected to draft legislation deal­
ing with a uniform public key infrastruc­
ture. It is anticipated that the legislation 
will address uniformity of authentica­
tion technology, the apportionment of 
liability for security breaches, and stand­
ards for CAs.

Implications of failing to implement 
security measures

Lawyers who fail to implement the nec­
essary security measures expose their e­
mail to a possible security breach. As a 
result, clients may lose legal professional 
privilege over the e-mail (and attach­
ments) or suffer damage resulting from 
improper use of the e-mail. Such clients 
may then have grounds to seek damages 
from the lawyer in contract, in tort or in 
both. Perhaps the most relevant causes 
of action would be:

• breach of duty to refrain from disclos­
ing privileged communications; and;

• breach of the lawyer’s duty of confi­
dence to the client.

Clients may also have grounds for pro­
fessional sanctions against their lawyer 
for failure to implement necessary secu­
rity measures. (3) This article, however, 
does not attempt to address that issue.
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Legal professional privilege

It is a lawyer’s duty to ensure that his or her 
client’s valid claim for legal professional 
privilege is not lost. (4) A lawyer who 
breaches this duty by disclosing his or her 
client’s privileged communications may 
confer a right of action on the client in 
respect of the breach, and may be exposed 
to a claim for damages. (5)
Legal professional privilege covers:
• confidential communications between

the lawyer and client; and
• documents made for the sole purpose 

of legal advice or to be used in antici­
pated or existing legal proceedings (6)

E-mail can be ‘privileged’

E-mail communications can potentially 
satisfy both of the above requirements. 
Prima facie, privileged communications 
include any communication between the 
lawyer and client via e-mail. (7) They may 
also include any printed copy of an e-mail 
or attachment which in itself is privi­
leged (8) and may include any printed 
copy of an e-mail or attachment that is 
non-privileged(9).
A fundamental requirement of legal pro­
fessional privilege is that the communica­
tion must be confidential (10) (that is, it 
took place in circumstances of confidenti­
ality (11)). Privilege may not arise where 
a communication takes place between 
the lawyer or client in the presence of 
third parties (12) (but see R v Uljee, be­
low) or where it deals with events or 
knowledge already in the public domain
(13).
Unless there are unusual circumstances in 
which a person is or should be aware that 
his or her e-mails will be obtained by a 
specific third party, e-mail should be con­
sidered confidential information. Inter­
esting issues arise where the client’s e-mail 
address is his or her place of employment, 
and the employer’s e-mail policy prohibits 
the client from sending and receiving 
personal e-mail.
Often, such a policy allows the employer 
to ‘monitor’ staff e-mail. It may be that the 
client should be aware of such unusual 
circumstances and so will lose any privi­
lege that would otherwise attach.

The Australian position
It is uncertain whether the Australian po­
sition will support privilege in respect of an 
intercepted e-mail. The test for privilege in 
R v Uljee (see ‘The New Zealand position’, 
below) perhaps allows more scope for a 
claim of privilege, but it has not received 
support in Australia. (14)
With certain qualifications, the rule in 
Australia relating to privilege is that a party 
to litigation who has obtained a privileged 
document, or a copy of it,.from the oppos­
ing party, whether by accident, trickery or 
theft, may tender that document in evi­
dence. (15) This is subject to applying the 
test of‘fairness’ to determine whether legal 
professional privilege has been lost as a 
result of an inadvertent disclosure. (16) The 
remedy sought is usually an injunction 
preventing its disclosure. (17)
Another relevant consideration is that a 
document reproduced in full (or in part, 
where it is a significant part) in a pleading 
or affidavit may result in a waiver of the 
privilege that attaches to that docu­
ment. (18) The same may apply to docu­
ments disclosed in, or attached to, an e­
mail (for example, scanned documents, 
draft documents).

The New Zealand position

In the New Zealand Supreme Court’s deci­
sion in R v Uljee (19), McMullin J made the 
following comment:
If deliberate and careful steps have been 
taken to keep the communication secure 
from others, it seems wrong that it should 
lose its protections because some eaves­
dropper has either chanced upon it or 
taken deliberate steps to listen to it. (20) 
In that case, a police officer overheard a 
conversation between a lawyer and client 
while standing outside the door of the room 
they were in. Neither lawyer nor client was 
aware that the officer was listening to the 
conversation. The court concluded that 
the officer could not give evidence of what 
he had overheard - the conversation was 
intended to be confidential and the pres­
ence of the police officer outside the room 
did not change that intention.
On this reasoning, e-mails may attract privi­
lege despite being intercepted by a person 
taking deliberate steps to do so. But what 
‘careful and deliberate steps’ to keep the e­
mail secure are sufficient to support a claim

of privilege? The implementation of se­
curity measures for e-mails may be a 
sufficiently ‘deliberate and careful step’, 
but it is uncertain whether anything less 
will suffice.

Breach of confidence

Lawyers have a duty to their clients to 
protect any confidential information ob­
tained from their client. (21) This duty of 
confidence, which is based in a combina­
tion of contract law and equity, arises 
from the peculiar relationship of lawyer 
and client (22) and is also found in the 
professional rules of each state. (23)
The standard imposed by the courts on 
lawyers to maintain client confidentiality 
“in the eyes of the law the very highest... 
[and] higher than it would be practicable 
to exact from persons in other types of 
confidential relations”. (24) The duty is 
much broader than that relating to legal 
professional privilege, as it potentially 
applies to all communications and docu­
ments passing between solicitor and cli­
ent (25) . Confidentiality should therefore 
apply to most solicitor and client e-mail 
communications. It has been suggested 
that the only conduct required to fulfill a 
lawyer’s duty of confidence to his or her 
client is to take measures that would 
indicate to a recipient that the informa­
tion is not for general perusal. (26) The 
recipient must then act conscientiously 
and the duty not to disclose without 
authorisation should apply. What meas­
ures are reasonable to put an unauthor­
ised e-mail recipient on notice? In light of 
the high standards of confidentiality ex­
pected of lawyers, a written warning on 
the e-mail may not be enough.

Disclaimers and e-mail policies

Some law firms have been attempting to 
shift liability for e-mail security to either 
the client or employees. Methods used 
commonly include the following:
• a standard disclaimer warning the client 
to rely on an e-mail only if the advice is 
confirmed by a signed, hard-copy letter 
from the firm, with the e-mail checked 
against the hard-copy letter and con­
firmed;
• a standard warning on e-mails that its 
contents may be privileged and confiden-

Continued page 22
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Family Court of Australia Practice Direction: No 3 of 1999
Applications to the court arising from traditional and customary 

adoption practices - Kupai Omasker

Despite any other provision of the Family 
Law Rules applications for parenting or­
ders concerning residence, contact and 
specific issues as a result of traditional and 
customary adoption practices by Torres 
Strait Islanders (Kupai Omasker) are to be 
made pursuant to a Form 8 supported by an 
affidavit substantially in compliance with 
the proforma affidavits entitled:

“Kupai Omasker (affidavit of applicant) ”
“Kupai Omasker (respondent’s affidavit) ”

Information sheets have been developed 
to assist in completing the affidavits:

“Kupai Omasker - Torres Strait Islander Tra­
ditional Adoption Information for 
Applicants”

“Kupai Omasker - Torres Strait Islander 
Traditional Adoption Information for 
Respondents”

Background information about Kupai 
Omasker is also available in an informa­
tion sheet entitled:

“Kupai Omasker Traditional Torres Strait 
Islander Child Rearing Practice”

These documents will be available from 
Court Registries in the usual way from 4 
January 2000. The purpose of the pro­
forma affidavits and information sheets is 
to assist Court users and improve the focus 
of the information put before the Court in 
support of these applications. As from 1 
January 2000 affidavits of this type must be

used in such applications and responses.

In order to contain the amount of material 
and the costs associated with bringing 
such applications to Court it is not in­
tended that where there is a consent agree­
ment for the orders sought that any form 
other than a Form 8 and supporting affida­
vits will be required to be filed.

In any cases in which there is not a consent 
for orders to be made involving traditional 
and customary Torres Strait Islander prac­
tice the prescribed Rules of Court as to the 
preparation and filing of and affidavits will 
apply. To protect the privacy of the fami­
lies and child involved in these matters the 
certification signed and sealed by the Court 
will be issued to the applicants in cases 
where orders are made.

ADVERTISEMENT TOYOTA TOPS SALES OF THE DECADE
Toyota has sold more vehicles in Australia 
in the last decade than any other automo­
tive manufacturer according to industry 
statistician VFACTS.

More than 6.4 million vehicles were sold 
in total in the 1990s -11 percent greater 
than the 1980s (total: 5.8 million) which 
were 4.4 percent greater again than the 
1970s (total: 5.5 million).

“A motor manufactur­
ing company, especially 
in Australia, can only survive on the 
strength of a strong domestic market and 
energetic export activity.”

It delivered 1,274,642 cars and trucks and 
claimed number one position in the over­
all market five times.

“It’s no longer true to talk of the BigTwo 
- it is now the Big Three,” Toyota senior 
executive vice-president John Conomos 
said.

Toyota outsold its nearest rival Ford by 
23,352, and Holden by 79,193 over the 
decade. It also held the Number One 
position more often than its rivals.

The 1990s was the first decade in which all 
three makers claimed a number one posi­
tion. Toyota dominated five years, Ford 
led four and Holden one.

“Decade leadership was a goal as a means 
of creating a substantial and contempo­
rary customer base,” Mr Conomos said.

Toyota accounted for 19.75 percent of 
deliveries in the 1990s, 17,7 percent in the 
1980s and 11.1 percent in the 1970s.

“The sales growth and acceptance of 
Toyota vehicles in the last decade has 
been exponential,” Mr Conomos said.

“The breadth and quality ofToyota’s range 
has been a major contributor.

Toyota currently has more than $140 
millionofcapitalimprovements underway 
in its domestic sales network due for 
completion in the first half of 2000.

It is due to launch its first locally manu­
factured large car, the Avalon, in the 
middle of the year.

“Service will be an increasingly impor­
tant component of customer retention in 
the new decade,” Mr Conomos said.

“Any network not geared to offer cus­
tomers value-plus service will risk extinc­
tion.”

Mr Conomos said the new Avalon would 
expand Toyota’s ability to service its cus­
tomers in all market segments.

“That base will be a major determinant of 
success going into the next decade.”

More motor vehicles were sold in Aus­
tralia in the nineties than ever before.

“Toyota’s investment in Australia’s most 
modem manufacturing plant and its com­
mitment to a strong export program have 
also contributed to domestic sales success.

Bridge Autos Toyota offer Law Society 
members a national fleet discount and 
10% off the purchase of spare parts and 
servicing at their dealerships.
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E-mail transmissions to clients
tial and unauthorised use is prohibited;
• a firm e-mail policy that prohibits em­
ployees from transmitting confidential 
information via e-mail;
The above measures may not be enough 
to protect a firm from liability in respect 
of sniffing or spoofing of e-mail. It is likely 
that a court would look at whether rea­
sonable security measures were taken by 
a firm to avoid the act that caused the 
client damage (see ‘Breach of confidence’ 
above).
In relation to e-mail policies, it is unlikely 
that a court will shift liability to employ­
ees for transmitting confidential infor­
mation via e-mail if the evidence estab­
lishes that the policy was commonly ig­
nored with the firm’s actual or construc­
tive knowledge. An e-mail policy would 
require a history of being actively en­
forced to be effective. It is also unlikely 
that a written warning along the lines 
that the e-mail is not intended for general 
perusal will save a lawyer from liability for 
a breach of e-mail security (see ‘Breach of 
confidence’ above).

Conclusion

To date, most e-mail security measures 
introduced to date by lawyers are ‘stop 
gaps’. In light of the high standards of 
confidentiality imposed on the legal pro­
fession, the prudent lawyer should take 
steps to maintain the highest reasonable 
standard of e-mail security.
One available option is to avoid sending 
confidential information via e-mail, which 
may involve introducing and enforcing 
an e-mail policy prohibiting the sending 
of such information via e-mail. However, 
clients will probably expect e-mail com­
munication with their lawyer as a matter 
of course, so this is likely to be a short­
term measure only.
Another available option is to use e-mail 
security software, such as encryption and 
digital signature software. Given that the 
software is inexpensive, readily available, 
simple to install and easy to use, this may 
be the prudent course of action.

This article was reprinted with 
permission from Brief, the journal of 
the Law Society of Western Australia, 
Volume 26, No.9, October 1999.
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